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INTRODUCTION

Cyber threats to oil and gas suppliers pose an increasingly challenging problem for U.S. national se-
curity and economic competitiveness. Attacks can take many forms, ranging from cyber espionage by
foreign intelligence services to attempts to interrupt a company’s physical operations. These threats
have grown more sophisticated over time, making them more difficult to detect and defend against.
So, too, have the actors behind them, which have evolved from lone hackers with few resources to
state-sponsored teams of programming experts. Several of the world’s major oil and gas producers,
including Saudi Aramco (officially the Saudi Arabian Oil Company) and Qatar’s RasGas, have fallen
victim to cyberattacks since 2009. Others, such as Chevron, have also had their networks infected.!
Some damage was done in each of these cases, but the costs of future breaches could be much
higher, whether to corporate assets, public infrastructure and safety, or the broader economy
through energy prices. Successful cyberattacks threaten the competitiveness of the U.S. oil and gas
industry, one of the nation’s most technically advanced and economically important sectors.
While intrusions previously focused on the theft of intellectual property and business strategies, the
malware attack on Saudi Aramco reflects a worrying qualitative change toward attacks with the po-
tential for causing physical disruptions to the oil and gas supply chain.

THE NATURE OF OIL AND GAS CYBER THREATS

The actors behind cyberattacks on the oil and gas industry vary, as do their objectives and methods.
Foreign intelligence and defense agencies, organized criminals and other nonstate groups (some of
which do state-sponsored work), and freelance hackers have all been linked to infiltrations against
private-sector targets, including energy firms.2 So have insiders—those with privileged access to a
company’s computer network—such as former or current employees or contractors. The methods
that attackers use against oil and gas companies are evolving, as are methods used against the private
sector more broadly.

Cyber threats to oil and gas production can be grouped into two categories. The first is cyber espi-
onage, which consists of third-party attempts to covertly capture a company’s sensitive internal
communications or data with the goal of gathering national security or commercial intelligence.3
Over the last several years, oil and gas companies have become more vulnerable to this type of exploi-
tation as their operations have become more reliant on digitally transmitted information. The disclo-
sure of proprietary information can undercut a company vis-a-vis its peer firms, and even jeopardize
its survival over time. American oil and gas firms are subject to frequent and often successful at-
tempts by insiders, competitors, and foreign governments to access their trade secrets, such as long-
term strategic plans, bids tendered for new drilling acreage, and private negotiations with foreign
officials. Hackers have been successful in stealing oil companies’ handbooks and geologic data, ac-
cording to industry reports. Many other companies have likely fallen victim to these tactics without
ever realizing it, though it is impossible to know for certain how widespread never-uncovered attacks
are.*

Arguably the most successful known campaign against American oil and gas firms is one dubbed
“Night Dragon” by McAfee, the cybersecurity firm that first disclosed its existence. According to
McAfee, Night Dragon was a “coordinated, covert, and targeted” campaign by China-based hackers
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to obtain confidential data from five major Western energy companies, beginning around 2008 and
extending into early 2011. Night Dragon was able to steal gigabytes of highly sensitive material, in-
cluding proprietary information about oil- and gas-field operations, financial transactions, and bid-
ding data.’ It is difficult to tell if and how any of this information was used. One U.S. oil executive
interviewed said he believed that on at least one occasion a rival national oil company appeared to
know his firm’s bidding plans in advance of a lease auction, which resulted in his losing the bid.¢ Se-
curity experts believe Night Dragon is only one of several similar attacks, of which oil and gas com-
panies are either unaware or afraid to disclose publicly for fear of displeasing investors.”

The second major risk facing the oil and gas industry is the disruption of critical business or physi-
cal operations by attacks on networks. As information technology’s role in all phases of oil and gas
production—from exploration and production to processing and delivery—expands, the vulnerabil-
ity of industry operations to cyberattacks increases. A hacker with the right tools, access, and
knowledge could, for instance, identify the Supervisory Control and Data Acquisition systems
(SCADA) and industrial control systems (ICS) used to operate critical infrastructure and facilities in
the oil and gas industry and that are connected to the Internet.8 Once in the system, an infiltrator
could in theory cause the flow of natural gas through a pipeline to grind to a hal, trigger an explosion
at a petrochemical facility, or do damage to an offshore drilling rig that could lead to an oil spill. Such
threats now have the potential to cause environmental damage, energy-supply outages for weeks or
months, and even the loss of human life.

Though there are no known cases of an attack on an oil- or gas-related target damaging physical
operations, U.S. security experts believe this risk is increasingly real.® In February 2013, for example,
malware unintentionally downloaded by workers incapacitated networks on some rigs and plat-
forms.!0 Two months later, U.S. officials revealed that a wave of attacks on U.S. corporations, partic-
ularly energy companies, had been underway for several months. The attacks, which were unsuccess-
ful in compromising their intended targets, appeared to have originated in Iran. Their objective was
apparently to destroy data and take control of critical ICS. One official described these attempts as
“probes that suggest that someone is looking at how to take control of these systems.” 1!

Two incidents, the use of Stuxnet against Iran’s nuclear enrichment facilities in 2009 and of Sha-
moon on Saudi Aramco’s computer network in 2012, illustrate this growing threat.!2 Stuxnet, a virus
widely believed to have been developed by the United States and Israel, altered the code that drives
programmable logic controllers (PLCs), the computers that control automated industrial processes,
while hiding the changes from the target’s operators.!3 By distorting the Siemens software used by
the centrifuges to enrich uranium at the Natanz nuclear facility, as the virus was apparently designed
to do, Stuxnet demonstrated the ability of malware to at least partially derail critical industry machin-
ery.'* A similar approach might be used to target oil and gas infrastructure in the future.

In a second cyberattack, which occurred in August 2012, the so-called Shamoon malware struck
Saudi Aramco, Riyadh’s state oil giant, destroying data on—and ultimately disabling—approximately
thirty thousand computers. The attack was likely perpetrated by someone with inside access to the
company’s network and delivered using a small USB drive.!> Though the code itself was relatively
unsophisticated, former secretary of defense Leon Panetta called the incident “probably the most
destructive . . . that the private sector has seen to date.”!® Aramco’s oil production was apparently
unaffected by the episode, though some security experts believe the attack could have been damaging
had it penetrated further into the network.!” The attack still harmed the company’s productivity,
however, by rendering tens of thousands of computers useless.
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A cyberattack capable of obstructing an energy company’s physical operations is more difficult to
pull off than the typical data heist. In the 2012 Aramco attack, for example, a thumb drive loaded with
relatively unsophisticated malware ran on the company’s network, apparently causing millions of
dollars of damage.!8 Though the attack seemingly aimed to disrupt oil production, it was purportedly
unable to interrupt Aramco’s physical operations. Penetrating deeply enough into a major energy
company’s network to interfere with its ICS typically requires familiarity with the structure of the
network, a way of accessing the network from the inside, and sophisticated code designed to exploit
the targeted system. To meet these operational hurdles would typically require significant planning,
financial resources, technical expertise, and inroads within the corporation or facility being targeted.
Though high, these barriers would not be insurmountable to certain skilled operators, many of
whom work for or under the auspices of foreign governments or are available to them for hire.

Stuxnet and Shamoon also demonstrate how cyberattacks may spread beyond their initial targets
and inflict damage on oil and gas companies. Not long after Stuxnet appeared in Iran, it infected
Chevron’s computer systems, though it left no damage. RasGas (a joint venture between Qatar and
ExxonMobil) was not as fortunate. Two weeks after Shamoon struck Saudi Aramco, the same virus
hit the giant Qatari natural-gas firm and disabled its website and email servers. Both incidents might
have been the result of this malware migrating beyond its intended targets rather than deliberate at-
tacks on either Chevron or RasGas, judging by the close ties between oil and gas companies operat-
ing in the Middle East and the similarities in the source code.?

THE STAKES

The probability of and damages likely to result from different kinds of cyberattacks against oil and
gas targets vary enormously. Successful acts of cyber espionage against the sector are ubiquitous and
ongoing. General Keith Alexander, director of the National Security Agency (NSA) and head of the
U.S. Cyber Command, estimated in 2012 that cyber crime costs U.S. businesses $114 billion a year,
with another $250 billion lost in stolen intellectual property.2? The energy sector, including oil and
gas producers and infrastructure operators, was hit by more targeted malware attacks over a six-
month period in 2012 than any other industry, according to one study.?! Energy companies were
targeted in 41 percent of the malicious software—attack cases reported to the Department of Home-
land Security (DHS) ICS team in 2012.22 The costs to any particular firm are highly specific, depend-
ing in part on the robustness of the firm’s security posture and its attractiveness as a target.

In almost all cases of cyber espionage, the losses accrue as a steady drip of lost profit via unfairly
empowered competitors and resources diverted to cybersecurity-related expenses rather than
through one sudden catastrophic blow. But the harm that such attacks can do to the United States
when U.S. firms are targeted is real.

In contrast, cyberattacks on oil and gas companies with physical consequences will likely remain
rare, though the damages due to successful attacks could be sizeable. Attacks are more likely to pose a
public-relations problem (by altering a company’s website, for instance) or disrupt business opera-
tions (such as email servers) than upset critical physical infrastructure, which is typically harder to
penetrate. But the SCADA systems that undergird the modern oil and gas supply chain are not in-
vulnerable.?3 The relatively recent evolution of SCADA systems from a “single, centralized supervi-
sory system to a decentralized series of interconnected networks” has made them easier to compro-
mise, in some cases, than less sensitive information technology.2# If infiltrated, they could cause as-
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sets like pumping stations or catalytic crackers to shut down or, worse, malfunction and destruct. The
immediate damage from an attack that physically disrupts oil and gas production could include local
environmental harm, commercial losses, and on-site workforce casualties.

WAYS FORWARD

The U.S. government is trying to address cyber threats by improving security at home and engaging
friends and potential adversaries abroad. DHS has asked its Industrial Control Systems Cyber Emer-
gency Response Team (ICS-CERT) to help in the defense of control systems, including in the oil and
gas sector, through response and the timely sharing of threat information. In 2011, the Department
of Energy (DOE) launched the Cybersecurity for Energy Delivery Systems program “to assist energy
sector asset owners” in power, oil, and natural gas by partnering with industry to “develop cybersecu-
rity solutions for energy delivery systems through integrated planning and a focused research and
development effort.”25

In February 2013, President Barack Obama signed an executive order to improve cybersecurity
for critical infrastructure.26 That order instructs DHS, the Department of Justice, and the director of
national intelligence to share more information with operators of privately owned critical national
infrastructure, including oil and gas producers. The order also expands the Enhanced Cybersecurity
Services, a program that shares cybersecurity threat information with defense contractors, to critical
infrastructure companies. In an effort to raise security standards in the private sector but not over-
regulate, the order also calls for the establishment of a “cybersecurity framework.” This is a voluntary
set of cybersecurity best practices, developed by the National Institute of Standards and Technology
in conjunction with oil and gas producers. DHS has been instructed to work with DOE and other
agencies, as well as industry councils, to implement the best practices laid out in the framework and
identify incentives for companies to join the voluntary program, though incentives that might be at-
tractive to oil and gas producers such as tax breaks or liability protections must come through legisla-
tive action.

Industry executives appear skeptical, however, about whether these various efforts will be enough,
expressing concern in particular about delays in sharing information between government sources
and industry participants who need it. These doubts have been exacerbated as several pieces of broad
cybersecurity legislation that would apply to U.S. oil and gas producers have been derailed by argu-
ments over how best to share threat information between the government and the private sector,
among other issues.?’ Yet information sharing should be the central focus of U.S. efforts to improve
cybersecurity for oil and gas. Providing more effective mechanisms for sharing threat information
among firms and between the public and private sectors might make it more difficult for hackers to
exploit an industry-wide vulnerability to move from one target to another. The Obama administra-
tion should reevaluate the classification level of threat information to make it easier to share with the
oil and gas industries. Indeed, there are concerns within the intelligence community that classification
is too strict. For example, General Michael Hayden—former director of the NSA and Central Intelli-
gence Agency—repeatedly said that information regarding threats is overclassified.28

The February 2013 executive order may improve information sharing—it is too soon to tell. In the
interim, and in the absence of legislative measures, the private sector and government should work
together to scale-up some of the industry- and region-specific information-sharing practices now in
place. The Financial Services Information Sharing and Analysis Center (ISAC) is a useful model.



5

ISAC, which was created in 1999, developed mechanisms for sharing information between the pub-
lic and private sectors, and works closely with the Department of the Treasury and DHS as well as
the Federal Deposit Insurance Corporation. Oil and gas companies already share information with
each other and some are holding ad hoc discussions with the Federal Bureau of Investigation at the
city and state level.29 The discussions should be formalized and extended to include more companies,
but they will be no substitute for oil and gas companies investing more money and energy in their
own security.30

Washington also needs to shift strategy on the international front. The U.S. government has tried
to establish a credible deterrent to future attacks, but the attribution problem—attacks can be masked
and routed through multiple networks, making it difficult to identify who is responsible in a timely
manner—make this an incredibly difficult technical task. In an October 11, 2012, speech in New
York, Secretary of Defense Panetta suggested that the United States had made significant progress in
creating a deterrent to cyberattacks, saying, “Potential aggressors should be aware that the United
States has the capacity to locate them and to hold them accountable for their actions that may try to
harm America.” The threshold for “harm,” however, remains undefined, and it is best that it remains
ambiguous. While the United States is unlikely to respond to the theft of data from oil and gas pro-
ducers with its own cyber- or kinetic attacks, a clear red line—e.g. death or extensive physical dam-
age—may encourage hackers to operate just under the bar for an explicit U.S. response.

The Obama administration should also draw oil- and gas-producing states into cybersecurity dis-
cussions. Saudi Arabia has reportedly been in discussions with DHS to “set up a system where it can
provide protection against cyberattacks.”3! The U.S. State Department has begun cybersecurity dia-
logues with China, India, Brazil, South Africa, and other countries, and has partnered with Kenya,
Senegal, and Ghana to cohost cybersecurity and cyber-crime workshops. Similar efforts should be
developed for the Gulf states and other oil and gas producers, and would include representatives
from the U.S. State, Defense, Homeland Security, and Energy departments as well as oil and gas
companies. The discussions would focus on broad issues of cyber crime and information sharing,
incident response, computer forensics, and the development of national computer emergency re-
sponse teams (CERTS).

In addition, information sharing between U.S. companies and their overseas operations needs to
be simplified. Companies cleared to receive classified threat information must have effective and safe
ways to get that information into the hands of the foreign nationals who maintain network security;
this will require Washington to either provide clearance to greater numbers or to package the infor-
mation to allow sharing while protecting intelligence assets. Deciding how broadly to share classified
information is a complex and sensitive issue, but one that policymakers will have to confront to effec-
tively combat cyber threats overseas.

CONCLUSION

The number and sophistication of attacks on U.S. oil and gas companies appears to be increasing.
Likewise, their potential for inflicting damage on critical infrastructure is growing, with last year’s
Shamoon virus illustrating the growing potency of cyber threats. Creating widespread destruction or
disruption still remains difficult, and is probably out of reach for all but sophisticated state-based or
state-supported actors. But those capabilities will diffuse to others over time, and there are risks that a
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relatively unsophisticated attack could have a more widespread impact because of unexpected spillo-
ver effects.

Given the continued deadlock over domestic legislation, the most effective efforts will be self-help.
Industry must find new ways to scale local efforts to share threat information. In addition, the United
States should begin wide-ranging discussions with other oil- and gas-producing countries on cy-

bersecurity.
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