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Foreword

The global cyberspace landscape is best understood as a modern Wild
West, with many gunmen, few laws, and no sheriff. Not surprisingly,
cybersecurity has emerged in recent years as one of the most consequen-
tial and controversial realms of foreign policy and international rela-
tions. From the pilfering of enormous amounts of what was private data
from the U.S. Office of Personnel Management, to the theft of customer
information from Target, JPMorgan Chase, and numerous other corpo-
rations, to North Korea’s 2014 attack on Sony Pictures, to the 2016 hack-
ing of the Democratic National Committee and others, the number and
frequency of cyberattacks in and against the United States—including
its government, corporations, and citizens—is growing.

At the same time, other cyber issues are emerging, including debates
about international jurisdiction over data, which have led several coun-
tries to localize data in their own territories, and over data encryption,
which enhances privacy but leads to questions about security. Also
more prevalent are actions by states to restrict internet access and capa-
bilities for their own populations. And there is the reality of and poten-
tial for using cyber tools not just for espionage but for an act of sabotage
and war.

The divisions and differences between the U.S. government and the
American technology community have also grown. The National Secu-
rity Agency revelations from Edward Snowden and policy disagree-
ments on encryption and data accessibility, among other factors, have
led to a feeling of mutual distrust between the public and private sec-
tors. The government tends to emphasize matters of national security;
corporations tend to most value consumer preferences, fearing they
will forfeit their market position if they are seen as getting too close to
authorities. This divide hasled to U.S. policymaking thatisill equipped
to keep up with technological advancements and changes in the cyber
environment. It has also complicated the effort against terrorism and
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stymied the United States’ ability to work with allies abroad to generate
consensus on cyber norms.

In this Council Special Report, Adam Segal, the Ira A. Lipman chair
in emerging technologies and national security and director of the Digi-
taland Cyberspace Policy program at the Council on Foreign Relations,
offers several policy areas where Washington and Silicon Valley can and
should work together. These include creating a devoted, advanced cyber
workforce for the U.S. government, combating datalocalization trends,
and deterring state actors in a way fit for the global cyber era. Most diffi-
cult, he writes, will be collaborating to establish norms suitable to both
constituencies on data encryption and access. Segal offers some con-
crete recommendations for the government and technology commu-
nity to take in order to create real advancements in these realms, such
as expanding existing programs that bring high-skilled workers to the
government for short projects, attributing attacks and responding with
options such as sanctions, providing more clarity on the U.S. judicial
process for foreign governments and companies, and allowing “lawful
hacking” under certain circumstances with strict oversight.

The issues faced in the cybersecurity realm are and will remain
numerous. For the United States to reduce its vulnerability to eco-
nomic, strategic, and political cyberattacks—and for the U.S. technol-
ogy industry to continue to thrive globally—it is important that the two
constituencies find ways to work together. Both groups would be wise
to consider Segal’s thoughtful and practical recommendations when
shaping their relationship in the coming months and years.

Richard N. Haass

President

Council on Foreign Relations
January 2017
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Introduction

Despite significant new executive action, legislation, funding, institu-
tional innovation, and diplomatic agreements over the last eight years,
the threat of cyberattacks to U.S. economic, strategic, and political
interests continues to grow. Although the Barack Obama administra-
tion signaled early that it intended to make cybersecurity a priority, the
strategic situation has not significantly improved, despite the White
House’s efforts. Cybercrime is growing in volume and sophistication,
and some governments have become more brazen in using cyber opera-
tions for espionage, coercion, and influence. The vast majority of these
incidents are disruptive, designed to undermine trust in complex eco-
nomic, political, and social institutions. Meanwhile, new vulnerabilities
are developing with the emergence of the internet of things: millions of
devices fitted with sensors that collect data and communicate over the
internet. A future generation of attacks on the internet of things could
cause widespread economic dislocation and physical destruction.

In addition, the free flow and physical location of digital data have
become significant sources of conflict in U.S. trade and foreign policy.
Motivated by law enforcement and economic concerns, many countries
are passing laws that require user data be stored within their borders, a
trend known as data localization. Because U.S. companies are legally
prohibited from releasing content data to foreign governments with-
out a warrant, these governments are pushing to keep data inside their
jurisdictions. Some foreign governments also believe that storing data
locally can help domestic technology firms and spur local innovation.
With populist and antiglobalization sentiment growing in major econ-
omies around the world, data nationalism may become an even more
pronounced force, and U.S. technology companies may find themselves
faced with having to choose between competing authorities and juris-
dictional conflicts.
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The United States has historically addressed cybersecurity chal-
lenges with an incremental approach, based on public-private part-
nerships, information sharing, international partnerships, norms
development, and deterrence. However, these policymaking models
have not kept pace with rapid technological change and the prolifera-
tion of malicious actors and threats. In addition, many lawyers, judges,
legislators, and decision-makers lack the technical skills to comprehend
the software, hardware, and networks that make up cyberspace.

More agile, flexible, and creative policymaking is required, but effec-
tive cyberspace policy cannot be crafted without the cooperation of the
private sector. Private companies own the majority of the internet’s
infrastructure and are the major drivers of technological innovation.
The Donald J. Trump administration will have to confront the deep
mistrust between Washington and the information technology com-
munity—much of which resulted from the disclosures by National
Security Agency (NSA) contractor Edward Snowden—as well as
arguments over encryption and lawful access to data. Some of the
documents Snowden gave to the press showed not only that technol-
ogy companies were legally required to turn over the data of non-U.S.
citizens to the government, but also alleged that the NSA was inserting
malware into companies’ products, undermining the standards that are
the basis of encryption widely used in commercial products, and hack-
ing into several companies’ cables carrying the data among servers in
different parts of the world. All of these actions damaged the reputation
of U.S. technology companies with their users and catalyzed foreign
governments to exert more control over transnational data flows.

If the United States does not address the growing divide between
the government and the technology community, it will lose influence
in cyberspace and be unable to keep pace with cybersecurity threats.
Although numerous government officials have traveled to Silicon Valley
over the past several years, narrowing the gap will not be easy, in part
because technology firms operating as global platforms have strong
economic motivations to keep Washington at a distance. Potential
adversaries will continue to use hardware and software developed by
U.S. companies, and thus law enforcement and intelligence agencies
will persist in exploiting the vulnerabilities in these products. Still, there
are four policy areas where meaningful progress can be made, rang-
ing from relatively easy fixes to more difhcult challenges. The private
sector and the U.S. government have a shared interest in, first, creating a
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vibrant cyber workforce and, second, fighting the global trend of forced
data localization. The third area, deterring state attackers, is necessary
but more difficult and will demand new conceptual models that rely less
on Cold War history. A workable compromise over the deployment
and use of encryption and lawful access to data, the fourth issue, would
be the most consequential step in restoring trust, but also the most
demanding.

In order to make progress in these four areas, the United States

should

= continue support for the U.S. Digital Service (USDS) and create a
highly specialized cybersecurity service within the U.S. government;

» amend provisions of the Electronic Communications Privacy Act,
using the U.S.-UK agreement as a template, to allow technology
companies to provide data to foreign governments that meet specific
requirements;

» attribute attacks more frequently and, for cyberattacks that fall below
the use of force and armed attack threshold, devise and implement
forceful responses, such as covert cyber operations designed to dis-
rupt future attacks; and

» strengthen law enforcement’s ability to conduct lawful hacking
under strict judicial oversight and a clearly defined vulnerabilities
equity process.

These recommendations are no panacea to the lack of trust between
Silicon Valley and Washington. In February 2016, the Federal Bureau of
Investigation (FBI) successfully obtained a court order requiring Apple to
build software to unlock the iPhone of one of the San Bernardino terror-
ists, generating a sharp divide between the technology community and
law enforcement over the legitimate uses of encryption. As a candidate,
Donald J. Trump targeted several tech companies for sending jobs over-
seas. Many in the technology community actively supported Democratic
nominee Hillary Clinton and had close ties to the Obama administra-
tion. Differences over immigration, trade, climate change, net neutrality,
and antitrust regulation are stark. Although there is little hope that trust
between the two sides will be reset to a pre-Snowden level, progress in
these four areas will at least prevent a further deterioration of relations
that would worsen U.S. cybersecurity. At best, addressing these areas will
provide a new, pragmatic basis for industry-government cooperation.



Growing Threats

The United States faces cybersecurity risks that threaten its economic,
political, and strategicinterests. Cybercrime continues to grow in sophis-
tication and magnitude, costing the global economy an estimated $500
billion annually.! Ransomware attacks—the encryption of data until a
ransom is paid—rose to an average of four thousand attacks per day in
the first quarter of 2016, four times more than the daily average in 2015.?
In 2015, the FBI estimated that victims paid about $40 million in ran-
soms; that number may rise to $400 million in 2016. Hackers breached
113 million health care records in 2015, up from 12.5 million in 2014.3

Foreign governments have grown increasingly able and willing to use
cyberattacks for sabotage, espionage, and political influence. Russian
hackers are suspected of being behind an attack on a Ukrainian power
grid in December 2015 that left 230,000 residents without power for
several hours. Russian hackers are also reportedly responsible for the
theft and public release of documents from the Democratic National
Committee and the Democratic Congressional Campaign Commit-
tee in the summer of 2016, and they may have also been behind com-
promises of local election systems in Florida, Arizona, and Illinois.* In
2014, Chinese hackers allegedly stole personal data of more than twenty
million U.S. government workers from the Office of Personnel Manage-
ment.’ [ranian hackers were reportedly responsible for widespread dis-
tributed denial of service (DDoS) attacks on U.S. financial institutions,
whose websites were flooded with junk traffic, bringing them down;
an attack on Saudi Aramco in 2012 that forced the oil giant to replace
thirty thousand computers and take its business networks offline for
two weeks; and the breach of computers at a dam in Rye, New York. In
December 2014, North Korean hackers breached Sony Pictures’ com-
puters, knocking them offline and causing millions of dollars in damage
in retaliation for a movie insulting the nation’s dictator.®
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The majority of attacks are designed for espionage, disruption,
or political influence; they do not cross into the territory of an armed
attack or the use of force. The nature of the threat, however, will change
as the internet of things—robots, cars, medical equipment, and other
machines that communicate over the internet—introduces new vulner-
abilities. Gartner, a technology research firm, estimates the number
of devices connected to the internet will rise from 6.4 billion in 2016
to 20 billion by 2020.” In October 2016, tens of thousands of internet-
connected cameras made by Chinese companies were commandeered
to attack Dynamic Network Services in one of the largest DDoS attacks
ever recorded, resulting in the disruption of some of the internet’s larg-
est sites, including Netflix, Twitter, PayPal, and Reddit. The former
Director of National Intelligence James Clapper has warned that
“devices, designed and fielded with minimal security requirements and
testing, and an ever-increasing complexity of networks could lead to
widespread vulnerabilities in civilian infrastructures and U.S. govern-
ment systems.”®

The international politics of cybersecurity and data flows are also
becoming increasingly contentious. Nations have reasserted control
over their citizens’ information through data localization, censorship
of information, and other forms of so-called cyber sovereignty. Tra-
ditional conceptions of territoriality and sovereignty have not kept up
with global platforms, and legal definitions, public policy goals, and
social expectations of privacy are diverging between the United States,
Europe, and Asia. This scenario creates an unpredictable and poten-
tially costly environment for global corporations whose data does not
recognize borders. Moreover, antitrade sentiment and rising national-
ism may increasingly have a digital component, further challenging the
view of the internet as an open, global platform.

In addition to rising cybersecurity threats, the Trump administra-
tion will inherit a growing political divide between Washington and
U.S. tech firms that stems in large part from the disclosures by NSA
contractor Edward Snowden. Angered by reports that the NSA alleg-
edly undermined encryption, placed back doors into products, and
hacked into cables carrying data traffic, companies and human rights
advocates alike have legally challenged the White House and have
supported the introduction of new technologies designed to hamper
surveillance. Encryption has become a particularly contentious issue
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in the relationship between the U.S. government and domestic tech
firms; law enforcement agencies have warned that they are unable to
access encrypted evidence even with legal authority, a problem known
as going dark. Meanwhile, the technical community argues that giving
law enforcement access to encrypted data to identify a few bad actors
will weaken cybersecurity and privacy for everyone.” Google, Apple,
Yahoo, Microsoft, and others have fought back by rolling out encryp-
tion for a growing number of services and products, lobbying for intel-
ligence reform, and challenging the government in court over access
to customer emails and other personal data stored outside the United
States and for the right to notify customers when the U.S. government
asks for user information.'” With their dependence on foreign markets
for revenue and growth increasing, U.S. technology firms have often
aligned themselves rhetorically with those skeptical of U.S. intelligence
practices who prioritize security and privacy of all internet users, in
contrast to the U.S. government’s focus on national security. During
his campaign, Donald J. Trump called for a boycott of Apple products
and sided with the FBI during its court battle with the company, exacer-
bating tensions between Washington and Silicon Valley."

Technology companies do not speak with one voice, and their eco-
nomic interests differ, depending on their size, sector, and location.
Some companies go public with their differences with Washington;
others continue to cooperate quietly and still others do both, depending
on the issue. But no matter how vocal they are in their dissent, all firms
that generate, analyze, or store data will need regulatory consistency.
They require consistent guidelines on how to respond to demands for
access to user information both at home and abroad, and a clear sense
of how the government is shaping cybersecurity.

After many years on the margins, cybersecurity is now a major area of
policymaking. Yet the U.S. government, technology companies, privacy
nonprofits and activists, and others involved in the policy debate have
often delayed making difficult decisions. There has been ahope that hard
work, a willingness to listen, and technological ingenuity would result in
outcomes that avoided inevitable tradeofts in core U.S. values such as
security, privacy, accountability, and transparency. This delay has politi-
cal costs, especially on the diplomatic front; the United States cannot
forge a consensus with its friends and allies when it has failed to do so at
home. It also has economic costs: as the technologies connected to the
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internetbecome more diverse, it becomes increasingly more difhicultand
expensive to retrofit complex systems to the demands of policymakers.

The Trump administration faces many challenges: rising cyber-
crime and increasingly sophisticated and aggressive state-sponsored
attackers, a growing divide with the technology community, and the
reassertion of national sovereignty in cyberspace. These problems are
interconnected and will require sustained focus from policymakers as
well as high levels of cooperation with the private sector.



Cyber Policy Principles and Progress

When President Barack Obama took office in January 2009, the guid-
ing principles of cybersecurity policy were already agreed upon and had
broad bipartisan support. Under Presidents Bill Clinton and George
W. Bush, U.S. domestic cyber strategy consistently stressed the need
for private sector leadership and the importance of developing public-
private partnerships and information sharing. Abroad, the adminis-
trations focused on creating partnerships, developing norms of state
behavior, and strengthening efforts to deter potential adversaries.

However, this broad consensus on the direction of policy has rarely
translated into efficient, timely policymaking, especially in Congress,
due to factors such as the rapid pace of technological change, a lack of
technical expertise among lawmakers, and political divisions over indi-
vidual privacy and the role of the government.

Facing these challenges, the Obama administration nonetheless
made a remarkable amount of progress reforming and implementing
cybersecurity policy and strategy. Over the course of eight years, the
Obama administration appointed the country’s first chief informa-
tion security officer, gave the executive branch the power to sanction
individuals conducting malicious cyber activity, promoted the sharing
of threats and vulnerabilities between private sector entities, explicitly
recognized the importance of cyber capabilities to support military
objectives in official doctrine, and ordered U.S. Cyber Command to
disrupt computer networks used by the self-declared Islamic State.'

On the diplomatic front, the United States released its first interna-
tional strategy for cyberspace and can now claim two successes. First,
after years of accusing China of cyber espionage for commercial gain,
Washington reached an agreement with Beijing that “neither country’s
government will conduct or knowingly support cyber-enabled theft of
intellectual property, including trade secrets or other confidential busi-
ness information, with the intent of providing competitive advantages

10
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to companies or commercial sectors.””* As of November 2016, the
agreement appeared to have contributed to a decline in the number of
incidents attributed to China."* Although some experts remain skep-
tical about the agreement, the deal provides some basis by which the
United States can hold China to account for its espionage activity for
commercial gain."

Second, a group of government experts at the United Nations, which
included representatives from China, Russia, the United States, and
other countries, agreed to U.S.-championed norms stating that inter-
national law applies in cyberspace and that states should not conduct
activity that intentionally damages critical infrastructure or interferes
with another country’s cyber emergency responders.'® It remains to be
seen whether these principles will be upheld during a military or dip-
lomatic crisis between states—say, an incident in the South China Sea
that involves U.S. and Chinese forces.

Private sector attention to cybersecurity has also grown significantly
in recent years, after formidable attacks on major companies including
Target, Home Depot, Anthem, Sony, and JPMorgan Chase shook cus-
tomer confidence. After suffering an attack in 2014 that compromised
more than 83 million accounts, JPMorgan Chase doubled its annual
budget for cybersecurity, bringing it to $500 million.!” And in a 2016
survey of nearly six hundred corporate chief information officers, 46 per-
cent reported a heavy focus on cybersecurity, up from only 13 percent in
2009.'8 Analysts project that global spending on cybersecurity will grow
between 8 percent and 15 percent annually over the next five years."

Increased investment, focus, and training in cybersecurity, however,
should notdistract the new administration or the private sector fromthe
need for sweeping change. The rising influence of state-backed cyber-
attacks shows the problems with incremental reform of cyber policy.
Previous strategies for cybersecurity—such as adjusting and enhanc-
ing existing methods for sharing information, developing international
norms, and facilitating public and private partnerships—will not keep
pace with the threat. The Trump administration should embrace sweep-
ing change, not continue a status quo of incremental adjustments.



Cyber Workforce

Demand for cybersecurity skills has risen dramatically in the past five
years, outpacing supply. In 2015, more than two hundred thousand
cybersecurity jobs went unfilled in the United States.

The U.S. government will always find it challenging to recruit cyber-
security professionals. The higher pay packages in the private sector
pose an obvious barrier to government recruitment, but there are also
nonfinancial factors. Many entry-level cybersecurity professionals per-
ceive the workplace culture at the Department of Homeland Security,
FBI, and other government agencies as incompatible with their cultural
preferences. More senior and experienced talent find the security back-
ground checks, financial reporting, and other bureaucratic hurdles too
demanding and costly.

For the private sector, there is not only a shortage of qualified job
candidates but also a gap between employer expectations and employee
skills. Few computer science graduates are required to take a security or
risk management class as part of their degrees.?! Moreover, a university-
level education may not prepare someone for a career in cybersecurity,
especially because cybersecurity skills are often vocational in nature
and learned on the job.

Existing efforts to develop more appropriate cybersecurity curricula
and diversify the workforce to include more women and minorities are
important to filling the skills gap. There is areal risk, however, that auto-
mation, machine learning, and other technological innovations could
reduce the number of available cybersecurity jobs, leaving large cohorts
of unemployed graduates.

A highly specialized cybersecurity service could help the govern-
ment address the most pressing challenges. After the failed rollout of
Healthcare.gov, the health insurance exchange website operated by the
federal government, the Obama administration in 2014 created the U.S.
Digital Service, a technology consulting team drawn from the private

12
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sector. Individuals spend as short as three months with the program and
have been involved in projects such as developing apps for the Depart-
ment of Veterans Affairs; digitizing applications and review processes
for U.S. Citizenship and Immigration Services; and launching a bug
bounty program for the Pentagon, which allows vetted computer secu-
rity experts outside government to identify software flaws in Depart-
ment of Defense systems in return for monetary reward.

Beyond bringing new approaches to bureaucratic reform, these pro-
grams have a wider, symbolic effect. Schemes like the USDS not only
allow the government to take advantage of the desire for public service
that many technology entrepreneurs are looking to pursue but also are
interpreted by the same group as a sign that the administration is “tech
savvy,” willing to embrace start-up culture, and optimistic about the
impact of technology on society, the economy, and politics.?

Congress is considering legislation that would extend the operations
of USDS until at least 2026.* The Trump administration should also
create a time-limited fellowship program specifically focused on cyber-
security, modeled on the Epidemic Intelligence Service (EIS) at the
Center for Disease Control and Prevention (CDC), a two-year training
program focused on fieldwork. Fellows in a cyber intelligence service
would serve for three years and be deployed to areas of the federal gov-
ernment where breaches have occurred and be tasked to fix and imple-
ment corrective measures to prevent future breaches. The specialized
service would develop important in-house expertise and esprit de corps
that could help with recruitment and, even more important, retention
of talent within the government.



Data Localization

Forgingajoint framework to respond to growing international demands
for access to data would also narrow the divide between Washington
and U.S. technology companies. Numerous countries have passed
or are considering regulations that would require user data be stored
locally, and U.S. technology companies often find themselves forced to
choose whether to ignore certain local laws. India, Indonesia, Malaysia,
Nigeria, South Korea, and Vietnam have all adopted data localization
provisions, and foreign businesses are protesting similar regulations
in China’s cybersecurity law.” In July 2016, Russian President Vladi-
mir Putin signed a law that requires telecommunications and internet
companies to retain copies of all the contents of communications for six
months and store the data inside Russian territory. A few months later,
Roskomnadzor, Russia’s communications authority, announced that it
would block LinkedIn after the social networking site was found to have
violated the data storage law.*

The push to keep data within national borders has been driven by
various countries’ law enforcement agencies and also by widespread
frustration with the time-consuming and confusing legal processes
involved in acquiring data from other nations. The Electronic Com-
munication Privacy Act prohibits U.S. companies from releasing users’
communications to foreign governments or authorities without a war-
rant froma U.S. judge, a process that is long and arduous.

If a Brazilian citizen, for example, uses a Microsoft messaging app
to plan and execute a bank robbery in Rio with other Brazilian citizens,
Microsoft cannot disclose the messages directly to the Brazilian police.
Instead, Brazil has to request assistance from the U.S. Department of
Justice to petition a U.S. judge to obtain the communications on behalf
of Brazil. Known as the mutual legal assistance treaty (MLAT), this
process can be opaque, time-consuming, and challenging for foreign-
ers unfamiliar with the U.S. justice system. An MLAT request generally

14
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takes ten months to process, and as more communications are stored
online, this process will become even more cumbersome during the
Trump administration.”

There are also economic and technological motivations for coun-
tries’ data localization requirements. Many politicians abroad believe
that data localization policies will spur indigenous technological inno-
vation and create jobs, despite evidence to the contrary. For instance, a
2016 study found that full implementation of all data localization and
associated regulations in the European Union would lead to a 0.48
percent decline in real gross domestic product (GDP).? Moreover,
following the Snowden revelations, many countries distrust U.S. tech
firms and want to protect users from U.S. surveillance. There is little
assurance that localized data would provide greater security, however,
because U.S. intelligence agencies face fewer legal constraints when
trying to access non-U.S. citizens’ data abroad than they do when it is
stored in the United States.

The United States and United Kingdom negotiated an agreement
that would allow UK law enforcement agencies to request stored data
and live intercepts directly from U.S. service providers, as long as the
warrants did not target U.S. persons (defined to include U.S. citizens,
legal permanent residents, and anyone physically present in the United
States).** The Obama administration requested that Congress enact the
legislative changes required to implement this agreement and to allow
future administrations to sign similar deals with other countries.*! This
would allow U.S. service providers to comply with foreign investiga-
tions when the requesting government has a legitimate interest in the
criminal activity being investigated and they meet the following crite-
ria: the targetisnot a U.S. person, the request is subject to judicial over-
sight by the country making the request, the requesting government
complies with international human rights and rule of law standards,
and the request is narrowly defined and limited to the particulars of a
specific investigation (i.e., bulk collection is prohibited).> The Trump
administration should continue this effort and work with Congress to
ensure its adoption.

As a corollary to this proposal, the Department of Justice should
streamline its internal MLAT process by having a standard template for
MLAT requests so that foreign governments know exactly what infor-
mation they need to provide to expedite the process. These processes
should be further automated and simplified. This is more likely to



16 Rebuilding Trust Between Silicon Valley and Washington

happen if the White House and State Department take a greater inter-
est in reforming the process. MLAT requests could become a larger
part of managing bilateral relationships, increasing the visibility and
importance of MLAT requests and thus reducing the response time.
MLAT requests might also be used as a source of leverage, with access
to a streamlined process used as a diplomatic bargaining chip.



Deterrence

The private sector is the main target of cyberattacks. The government
has so far been unable to defend it from industrial espionage or more
disruptive attacks, and several federal laws prevent companies from
active defense measures or “hacking back” to retaliate against or dis-
rupt attackers. Although companies must improve their own defenses,
policies taken to deter the most sophisticated state actors would be an
important step in reducing the threats and thus restoring some measure
of confidence in the technology sector that the government can effec-
tively address the cybersecurity challenge.

As many international relations experts have noted, cyber deter-
rence is not the same as Cold War nuclear deterrence.* Nuclear deter-
rence relied on clear attribution; massive, mutual destruction of a
limited number of potential adversaries; and a willingness to build up
and display deadly weapon systems. The challenges of deterrence in
cyberspace are significantly more complex. States have no monopoly
on cyber weapons and there are numerous malicious actors. States can
choose to outsource hacking and intrusion activities to proxy parties,
providing deniability and greater obfuscation. Moreover, the private
sector is a frequent target for state-backed attackers seeking politi-
cal and commercial advantages. Cyberattacks have uncertain conse-
quences and may result in unintended outcomes as they spread to other
networks. The disclosure of specific oftfensive cyber capabilities is likely
to lead adversaries to develop effective countermeasures. A number of
analysts have argued that security models drawn from public health or
climate change are more appropriate than Cold War analogies.**

Although the ability to assign responsibility for an attack has signifi-
cantly improved, high-confidence attribution remains a relatively slow
and secretive process. The White House’s willingness to name North
Korea in December 2014 as the culprit behind the attack on Sony Pic-
tures Entertainment was notable because it occurred only weeks after
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the intrusion became public. In contrast, it took the U.S. government
almost four months to publicly attribute the attacks on the Demo-
cratic National Committee to Russia after they were first revealed in
June 2016.% Even if the actors behind an attack can be identified, their
intentions may remain elusive. Some may enter networks to pursue
direct commercial espionage, while others lay the groundwork for
future attacks. Moreover, the methods and technologies used to iden-
tify intrusions and assign responsibility are similar to those deployed in
offensive cyber operations. Attribution may not only reveal intelligence
techniques used for espionage but also allow a potential adversary to
patch vulnerabilities, which could result in the loss of U.S. capabilities.*

In a 2015 statement to Congress, the Obama administration iden-
tified four types of cyberattacks it would deter: attacks intended to
cause casualties; attacks intended to cause significant disruption to the
normal functioning of U.S. society or government, including attacks
against critical infrastructure; activity that threatens the command
and control and the freedom of maneuver of U.S. military forces; and
malicious cyber activity that undermines national economic security
through economic espionage or sabotage.’” The United States has so
far only been able to deter state-backed destructive attacks on critical
infrastructure and attacks that cause deaths or destruction. This deter-
rence is possible in part because of U.S. offensive capabilities and in
part because there appears to be a high degree of self-restraint involved.
Threats such as the Islamic State, which might seek mass destabiliza-
tion of physical and digital infrastructure, evidently do not yet have
the capability to do so. Highly capable states such as China and Russia
do not want to undermine a digital infrastructure that is increasingly
important to their economies, although Russia seemed willing to drop
such restraint in its alleged attack on a Ukrainian power grid.

The Trump administration, as it continues discussions with Beijing
and Moscow aimed at preventing cyberattacks from escalating into
physical conflict, should emphasize the value of self-restraint. To reduce
the chances of misperception or miscalculation, the Department of
Defense should continue the trend of greater transparency in the doc-
trine and rules of engagement in cyberspace, as well as the development
of confidence-building measures such as crisis hotlines and joint exer-
cises. While increasing the potency and transparency of its offensive
capabilities, the United States should signal that it intends to maintain
the current policy that only the president has the ability to authorize an
offensive cyber operation that would disrupt or destroy.
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The vast majority of cyber operations have fallen below the thresh-
old that would trigger an armed conflict, and they have thus not been
deterred. As these types of attacks continue and threaten economic,
political, and diplomatic interests, the importance of publicly identify-
ing and calling out attackers will increase. The United States should be
willing to disclose information about cyberattacks, if only to put states
and their proxies on notice and direct the world’s attention to online
threats, much as it did when it denounced North Korea, China, Russia
(see the text box), and Iran.*

Once those responsible have been named, the United States will need
to target assets valuable to both the attackers and the policymakers who
order the actions or, through their inaction, acquiesce to them. Covert
cyber operations, especially those designed to dismantle an attacker’s
offensive infrastructure and disrupt future attacks, should be carefully
considered, but such attacks have no deterrent effect and, in fact, risk
escalation. Diplomatic actions such as canceling high-level talks, eco-
nomic sanctions on companies and state entities, travel restrictions,
and other visible punitive sanctions on senior officials are more likely
to deter state actors. Retaliatory responses will require closer coordi-
nation with allies, both on the levying of sanctions and on developing
military exercises to ensure the resiliency of defense, communication,
transportation, and power networks. Given the tit-for-tat character of
cyber conflict, retaliation and sanctions should continually be consid-
ered in their strategic context.
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CONTENDING WITH RUSSIA

Russian attempts to undermine the U.S. political process through
cyber methods is a qualitative change in behavior. Until the
summer of 2016, U.S. officials publicly described Russian hack-
ers as a significant threat, but compared with their Chinese coun-
terparts, Russian hackers were more stealthy and sophisticated,
and less likely to leave evidence they had penetrated networks.
While criminal networks, nationalistic hackers, and other non-
state groups in Russia targeted the private sector, state-sponsored
hackers focused on traditional espionage directed at political and
military networks as well as critical infrastructure, perhaps to
prepare for destructive attacks.

In a joint statement in October 2016, the Director of National
Intelligence and the Department of Homeland Security declared
that the intelligence community was “confident that the Russian
Government directed the recent compromises of e-mails from
US persons and institutions, including from US political organi-
zations.”* The Washington Post reported in December 2016 that
the CIA had assessed that Russia interfered in the election to tilt
the election to Trump, not just undermine confidence in the elec-
toral system.* President Obama ordered a “full review” of “hack-
ing-related activity aimed at disrupting” elections that date back
t02008.

In December 2016, the White House announced that it was
expelling thirty-five intelligence operatives from the United States
and sanctioning nine entities and individuals: two Russian intel-
ligence services, four individual intelligence officers, and three
companies that provided material support to cyber operations.
The Department of Homeland Security and the FBI released a
joint analytic report that provided more details on the hacking.
President Obama also suggested there would be covert retaliatory
measures directed at Moscow.*!

The challenge for the White House was to design a response
that penalized Russia, butdid notrisk escalation, the peril of which
is much higher for the United States given its greater dependence
on the internet. The retaliation also needed to deter future attacks
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on the United States and its allies but at the same time not under-
mine efforts to develop rules of behavior for states in cyberspace.
The ejections and sanctions walked this line, but they came too
long after the original attack, allowing others to view it as a suc-
cess and weakening the deterrent effect for future attacks. There
is more the United States needs to do, including increasing aid to
Estonia, Latvia, Ukraine, and other states on Russia’s periphery;
fostering closer cooperation with the United Kingdom, Germany,
and France on protecting electoral systems from cyberattacks and
countering information operations; and increasing funds for the
development of next-generation anonymizing tools for organiza-
tions that monitor the Kremlin. The United States should also
dismantle the infrastructure Russian hackers used to compromise
U.S. political institutions to disrupt future cyber operations. This
may involve covert activity or more visible steps, such as working
with the international network of computer emergency response
teams—much as the United States did to counteract the 2011—2013
Iranian distributed denial of service attacks against U.S. banks. In
addition, the United States will want to continue working with
allies and partners to strengthen the norm of state responsibil-
ity, pressuring governments to make sure nonstate actors do not
operate out of their territory.
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The debate over the uses and proliferation of encryption is the most vis-
ible manifestation of the gap between Washington and Silicon Valley.
Over the last two years, Apple, WhatsApp, and other companies have
rolled out end-to-end encryption on smartphone operating systems,
messaging services, and other online communications products.* In
these products, the data is scrambled through mathematical formulas,
and only the owner has the ability to decrypt it. The device manufac-
turer or service provider cannot access the data, even when presented
with alawful warrant.

With the spread of these products and services, law enforcement
and, to a lesser extent, intelligence agencies have warned that individu-
als under investigation or surveillance are going dark—with agencies
unable to wiretap or access data from individuals, organizations, and
criminal enterprises, even with a court order.* These agencies argue
that encryption will prevent the monitoring of communications and
hinder the prevention of crime and terrorist attacks as well as the abil-
ity to mount investigations after the fact. FBI Director James Comey
has noted, for example, that five hundred of the four thousand devices
related to investigations the agency undertook between October 2015
and March 2016 “could not be opened by any means.”**

Faced with an inability to access encrypted data, some federal and
local law agencies have called on U.S. technology companies to pro-
vide technological ways to bypass encryption, known as exceptional
access.® In November 2016, Manhattan District Attorney Cyrus
Vance Jr. renewed his call for laws that make it possible for the police
to access data on locked iPhones. Vance noted that 423 Apple iPhones
and iPads had been lawfully seized in Manhattan since October 2014
but remained inaccessible due to default device encryption.* Although
the White House has said it supports strong encryption, Comey has
criticized the decision to provide end-to-end encryption as a “business
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model” because U.S. technology companies increasingly depend on
foreign markets.* In 2015, the major U.S. tech companies reported that
59 percent of their revenues came from foreign markets; Intel receives
more than 8o percent of its revenue from abroad, Apple close to 60
percent.* Burned by the Snowden disclosures, these companies have
an incentive to provide high levels of security to global users and assert
their independence from the U.S. government.

Civil libertarians, human rights defenders, and technology compa-
nies laud encryption as essential to promoting cybersecurity, protecting
free speech, and enabling dissidents to operate more safely under repres-
sive regimes.* Tech companies have consistently argued that it is not
possible to provide exceptional access to data without compromising the
security of all users.** If and when such tools are introduced in a product,
hackers and states will soon find ways of exploiting back doors.*!

Proponents of strong encryption also argue that malicious actors
will easily circumvent U.S. policy. Neither the government nor the pri-
vate sector in the United States has a monopoly on encryption tools
and methods; even if U.S. companies built in back doors, criminals and
terrorists could easily use products developed elsewhere. Two-thirds of
the nearly nine hundred hardware and software products that incorpo-
rate encryption have been built outside the United States.*

External events largely drive the debate, as the pendulum swings
widely between civil liberty and national security concerns. In the
wake of the 2016 terrorist attacks in Germany and France, the two
countries asked the European Union to compel internet companies to
help decrypt messages as part of terrorism investigations.** Moreover,
debates and policies in the United States are being watched and refer-
enced in other countries. Beijing and Moscow have their own reasons
to demand access to decrypted data, but they are also more than happy
to use what Washington does as rhetorical cover. Chinese officials, for
example, referenced the debate in the United States and United King-
dom as they justified a new antiterrorism law requiring that technology
firms decrypt information when requested by the government.>*

The Obama administration, after deciding not to pursue a legisla-
tive option, relied on persuasion and public pressure.” Companies,
however, want clarity on policy. The Trump administration will be
confronted with the same deadlock. Pursuing a solution that involves
requiring U.S. companies to maintain an ability to decrypt data when
requested to do so by a court will only exacerbate the tension between
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Washington and Silicon Valley, lead to lengthy legal battles with civil
rights organizations and U.S. tech companies, and perpetuate a percep-
tion in foreign markets that U.S. tech companies are incapable of keep-
ing user and customer data private.

Law enforcement and counterterrorism operations face real chal-
lenges and need new capabilities. There are alternative options to back
doors that the Trump administration should consider. One option
would be to give law enforcement the power to gather data by exploiting
existing security flaws in software. Known as lawful hacking, this would
give the Justice Department and other agencies the ability to hack into
a suspect’s smartphone or computer with a court order, such as a war-
rant.*® The U.S. government and the FBI already have this power, but
the FBI needs to expand its capabilities. A broad policy and legal debate
to define the parameters of the hacking, followed by strict judicial over-
sight, would ensure that lawful hacking is used responsibly, much like
the restrictions that already apply to wiretapping. A lawful hacking
approach would also require the government to clearly articulate a vul-
nerabilities equity process that would regulate when the government
reveals vulnerabilities in software to vendors.*” In addition, lawful hack-
ing would also need to be complemented by using metadata and exploit-
ing the data provided by the internet of things to diminish the chance of
law enforcement going dark when agencies can no longer access data,
even when armed with a court order.*®

The United States Secret Service, Homeland Security Investiga-
tions, Air Force Office of Special Investigations, and other federal law
enforcement agencies have significant roles and authority in investi-
gating cybercrime. These agencies, along with the FBI and local law
enforcement, need to increase technologically literate staff and devote
significantly more resources to encryption and anonymization. The FBI
currently has only thirty-nine staff members who deal with encryption
and anonymization technologies (eleven of whom are agents), and only
$31 million in funding for those activities.*” Change can be achieved,
as it was in the 1990s when organized crime started using disposable
phones that hampered wiretaps and law enforcement adapted.*
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Despite sustained efforts by the Obama administration on domestic
and international policy, the United States has neither deterred other
states from launching cyberattacks designed to disrupt, coerce, and
influence, nor denied them from achieving their goals by adequately
hardening public and private sector network defenses.

Continuing or strengthening existing approaches will not likely
match the growing sophistication and scope of the threat. Yet the U.S.
government will be unable to create new models of cybersecurity until
it closes the political gap with the private sector that emerged during
the Obama administration over a number of issues in cyberspace policy.
Repairing the rift will not be easy, but there are areas where the two
sides can find common ground. The U.S. government should take the
following steps:

» continue and expand the work of the U.S. Digital Service and develop
a time-limited fellowship service specifically focused on cybersecu-
rity, modeled on the CDC’s Epidemic Intelligence Service

» amend provisions of the Electronic Communications Privacy Act,
using the U.S.-UK agreement as a template, to allow technology com-
panies to provide data to foreign governments, provided the request-
ing government has a legitimate interest in the criminal activity being
investigated, the target is located outside the United States, and the
targetis nota U.S. person

» streamline the Department of Justice’s internal MLAT process by
having a standard template for MLAT requests and further automat-
ing the process

= attribute attacks more frequently and, for cyberattacks that fall below
the use of force and armed attack threshold, devise and implement
forceful responses, such as covert cyber operations designed to
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disrupt future attacks; cancel high-level talks, impose economic sanc-
tions on companies and state entities, travel restrictions, and other
visible punitive sanctions on senior intelligence officers or other
high-level officials; and bolster the offensive and defensive cyber
capabilities of friends and allies

» continue discussions with Beijing and Moscow aimed at both pre-
venting cyberattacks from escalating into physical conflict and devel-
oping confidence-building measures such as crisis hotlines and joint
exercises; increase Defense Department transparency in doctrine
and cyber rules of engagement; and signal civilian control over offen-
sive cyber operations

» strengthen law enforcement’s ability to conduct lawful hacking
under strict judicial oversight and a clearly articulated vulnerabilities
equity process

= increase funding, staffing, and technology resources at law enforce-
ment agencies dedicated to encryption and anonymization

There is a chance that the relationship between Silicon Valley and
Washington could significantly worsen over the next few years, driven
by economic interests, policy differences, and President Trump’s appar-
ent willingness to call out and criticize the business practices of indi-
vidual companies. If that happens, the question will not be how best to
construct a new approach to cybersecurity. Rather, by default a new
approach will emerge because the old consensus on the need for private
sector leadership and the importance of developing public-private part-
nerships will no longer be sustainable.

What comes nextisuncertain. The U.S. government may take amuch
more activist role through regulation, the elevation of the Department
of Defense as the lead organization in protecting critical infrastructure,
and increased surveillance of domestic networks. The private sector
may in turn respond with limited cooperation on information shar-
ing, a greater focus on encryption and other technological solutions
to defending their own networks, and individual efforts to make deals
with governments around the world to smooth access to technology.

Tension is inevitable, but pragmatism from both sides can contain it.
Cybersecurity talent development and forging a framework to fight data
localization are two areas where interests converge relatively easily. Con-
structing a viable deterrence is more difficult, and balancing the needs of
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lawful access with the increasing use of encryption is even harder, but
such an approach would do the most to reduce the discord in the rela-
tionship. Hopefully both sides will recognize that an exacerbation of the
division between the public and private sector is bound to worsen cyber-
security and diminish the U.S. ability to shape cyberspace.
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