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After almost two decades of overseeing the internet naming and addressing system, the U.S. government transferred 

the responsibility to a coalition of industry, civil society, and government stakeholders in October 2016. The United 

States relinquished its role to demonstrate to emerging countries its commitment to significant private sector 

involvement in the operation of the internet. The move had overwhelming support from industry and like-minded 

governments, but some policymakers, including Donald J. Trump when he was running for office, saw the 

announcement as an ill-considered loss of direct control over the most important communications medium ever 

developed. Given that the transition is effectively irreversible, the United States needs to respond to new institutional 

and political realities and find alternative ways to maintain its influence on internet governance. The U.S. government 

should do this by collaborating with industry to enhance the internet’s reliability and resilience by tackling 

vulnerabilities that permit foreign governments to question the current governance approach. Additionally, it should 

expand efforts to foster and train leaders in emerging internet markets.  

B A C K G R O U N D   

A collection of technical actions, known as the Internet Assigned Numbers Authority (IANA) functions, ensures 

that the internet works. The U.S. government sought to privatize the IANA functions by 2000, hoping to streamline 

and keep accountable the hodgepodge of U.S.-funded research agreements, individuals, and companies that were 

responsible for them. However, the government missed its deadline and a U.S. government agency, the National 

Telecommunications and Information Administration (NTIA), contracted with the Internet Corporation for 

Assigned Names and Numbers (ICANN) for the execution of the IANA functions. The contract led some to believe 

that the U.S. government controlled the internet.  

That perception has become a lightning rod of controversy, dividing opinion on internet governance into two 

groups. The first group, led by Western governments and the private sector, argues that the internet should be 

governed through a multistakeholder approach, involving self-identified stakeholders such as businesses, public 

interest groups, technical experts, and governments in a consensus-based decision-making process. The other 

group, led by Russia and China, proposes an intergovernmental approach to managing the internet, in which 

national governments would be the chief rule makers online. The drawbacks to an intergovernmental approach 

have been described elsewhere: stagnant innovation, restricted speech, and reduced interoperability, to name a few. 

Although the United States has always supported the multistakeholder approach, its failure to fully transition the 

IANA functions undermined its promotion efforts and fueled arguments for an intergovernmental approach.  

Several developments culminating in 2012 and 2013 caused the United States to reevaluate its relationship with 

the IANA functions. In 2012, the United States refused to sign a treaty in part out of concern that doing so would 

lead to increased government control of the internet through a UN body. This led signatories to accuse the United 

States of hypocrisy; they argued that the United States had an unfair advantage in internet decision-making. 

Moreover, in 2013, Edward Snowden’s disclosures of U.S. intelligence programs led countries to argue that the 

United States was leveraging its privileged position as a hub of internet traffic for intelligence purposes. 

Following these events, the number of calls to alter U.S. government involvement in the IANA functions grew. 

In March 2014, NTIA announced its intent to transition its oversight of the IANA functions. NTIA asked ICANN 

to convene internet stakeholders to develop a transition proposal that, among other things, does not replace the 

U.S. role with a government-led solution. Supporters of the multistakeholder approach immediately welcomed the 

announcement. Domestic opponents of the transition expressed concern that relinquishing U.S. stewardship 

would create an opportunity for authoritarian governments to seize control; they argued that, in the absence of 

direct U.S. control, these governments would work to bring internet governance directly within the ambit of the 

United Nations. Legislation and litigation exacerbated the appearance that the United States would not relinquish 

http://blogs.cfr.org/cyber/2016/05/18/ted-cruz-wants-to-shrink-government-except-when-it-comes-to-the-internet/
https://www.donaldjtrump.com/press-releases/donald-j.-trump-opposes-president-obama-plan-to-surrender-american-internet
http://www.slate.com/articles/news_and_politics/war_stories/2016/10/the_dyn_ddos_attack_shows_how_vulnerable_we_ve_made_ourselves.html
https://www.internetsociety.org/blog/public-policy-tech-matters/2014/10/understanding-iana-functions
http://www.economist.com/news/international/21709531-left-unchecked-growing-maze-barriers-internet-will-damage-economies-and
http://www.bbc.com/news/technology-18440558
http://www.itu.int/en/wcit-12/Pages/itrs.aspx
http://www2.itif.org/2012-gathering-storm-wcit-regulations.pdf
https://www.ntia.doc.gov/press-release/2014/ntia-announces-intent-transition-key-internet-domain-name-functions
https://www.icann.org/en/system/files/files/iana-stewardship-transition-supportive-statements-21mar16-en.pdf
https://www.uschamber.com/press-release/us-chamber-statement-department-commerce-s-transition-icann
http://www.wsj.com/articles/an-internet-giveaway-to-the-u-n-1472421165
http://www.nytimes.com/2016/09/16/us/politics/ted-cruz-internet-domain-names-funding.html?_r=0
http://www.usatoday.com/story/tech/news/2016/09/30/judge-denies-block-internet-address-transfer-icann-iana-ip-address-texas/91349184/
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its privileged position. After two years of consultations, the ICANN-convened group produced a transition 

proposal that met NTIA criteria. In October 2016, the NTIA contract for the IANA functions expired, beginning a 

new era in internet governance without direct U.S. stewardship.  

C H A L L E N G E S  F O R  M U L T I S T A K E H O L D E R  G O V E R N A N C E  

The reformed multistakeholder internet governance approach faces significant challenges. The sophistication of 

cybercrime continues to increase, as does the use of computer attacks for espionage, disruption, and influence by 

states. In October 2016, unknown actors used thousands of unsecured devices to launch a massive attack that 

limited many users’ access to Twitter, Amazon, and other major websites. Left unchecked, these growing threats 

and other technical vulnerabilities could cripple the internet. Developing economies are only now beginning to 

grapple with these challenges as increasing numbers of their citizens go online. If the multistakeholder model is 

seen as ineffective in addressing the vulnerabilities that enable cybercrime, or being completely peripheral to the 

issue, developing economies could question its legitimacy and seek answers in the multilateral system. 

In addition, authoritarian governments, many of which are increasing their efforts to control internet activity 

within their own borders, continue to challenge multistakeholder models of governance. These countries cherry-

pick multilateral and other standards organizations to find those most likely to promote a state-centric approach to 

governance. Recent efforts to create a technical standard to catalogue all devices connected to the internet failed, 

but it can be expected that China, Russia, and others will find new opportunities to promote other standards that 

could frustrate innovation.  

There are also worries that ICANN, the operator of the IANA functions, will abuse its authority and ignore the 

interests of internet users. In the past, ICANN has been accused of ignoring the views of governments, prioritizing 

private sector interests, and mismanaging its finances. ICANN recently implemented enhancements to address 

these and similar concerns. Nevertheless, ensuring that ICANN remains accountable will be critical to 

demonstrating that the multistakeholder approach works. It will also act as a bulwark against Russian and Chinese 

efforts at greater intergovernmental control over the internet.  

R E C O M M E N D A T I O N S  

Given President Trump’s campaign statements, the U.S. government might attempt to reverse the IANA 

transition, possibly through lawsuits or by unilaterally reimposing NTIA’s oversight function. Such a move 

would be a grave mistake. It would signal that Washington is not committed to the multistakeholder model and 

would validate Russian and Chinese arguments that the United States seeks to control the internet. It would also 

incense emerging economies such as Brazil and India that have traditionally advocated for more multilateral 

control but have softened, or in some cases reversed, their positions as a result of a combination of intense U.S. 

lobbying and domestic pressure.  

 Reversal of the transition would also undermine ICANN’s critical operations beyond administering the IANA 

functions, such as managing domain names. The appearance that ICANN is susceptible to the whims of the U.S. 

government threatens the integrity of its decision-making processes, which may discourage businesses and civil 

society groups from continuing to voluntarily participate in them. ICANN works because these groups 

contribute to ICANN decisions that affect their business operations and interests. If the Trump administration 

reverses course, it would signal to these groups that their decision-making authority is limited and sap their 

incentive to participate, effectively gutting the multistakeholder model. 

https://www.ntia.doc.gov/press-release/2016/iana-stewardship-transition-proposal-meets-criteria-complete-privatization
http://dyn.com/blog/dyn-analysis-summary-of-friday-october-21-attack/
https://www.wired.com/2016/12/botnet-broke-internet-isnt-going-away/?utm_content=buffer68a2f&utm_medium=social&utm_source=twitter.com&utm_campaign=buffer
http://www.washingtonpost.com/sf/business/2015/05/31/net-of-insecurity-part-2/
http://www.wsj.com/articles/microsoft-intel-ibm-push-back-on-china-cybersecurity-rules-1480587542
http://www.cfr.org/internet-policy/authoritarian-internet-power-grab/p38436
http://arstechnica.com/tech-policy/2011/03/itu-bellheads-and-ietf-netheads-clash-over-mpls-tp/
http://www.circleid.com/posts/20161104_itus_wise_wtsa_doa_decision/
http://www.theregister.co.uk/2016/03/10/plan_re_control_of_internet_contract_approved/?page=2
https://www.eff.org/issues/icann
http://www.theregister.co.uk/2015/11/05/icann_lobbying_payouts/
https://www.ntia.doc.gov/other-publication/2016/fact-sheet-ntias-assessment-iana-stewardship-transition-proposal
https://www.ntia.doc.gov/speechtestimony/2016/remarks-assistant-secretary-strickling-self-governing-internet-georgia
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Short of reversal, the Trump administration might choose to distance itself from internet governance matters to 

delegitimize a model it does not believe in. This too would be a mistake because it would reduce U.S. influence over 

internet policy and leave authoritarian regimes to fill the vacuum.  

The viability of the reformed governance approach rests in responsible collective action by all stakeholders. 

Ongoing instability and rising cyber threats can indirectly support arguments for government control of the 

internet. To counter these arguments, the United States needs to prioritize two sets of policies that will reduce 

critical internet vulnerabilities, build trust, and empower newcomers to the internet governance process.  

First, the U.S. government should lead by example and launch an effort to improve network stability and 

security. For years, internet engineers have flagged known vulnerabilities in routing protocols and other critical 

internet functions that have not received adequate attention, partly because businesses often cut corners on security 

concerns in order to be first to market. As more devices connect to the internet, this challenge will only grow. 

Drawing on the work of existing standards bodies and other governments, the United States should foster a 

multistakeholder process led by the Department of Commerce to identify the most pressing vulnerabilities that 

need to be remedied. President Trump, given his repeated emphasis on the need to improve cybersecurity, should 

work with the private sector to launch a global effort to develop and implement solutions to these challenges. The 

effort could be modeled on the U.S. Global Connect Initiative, which seeks to expand internet connectivity in 

partnership with the private sector, international development banks, and nonprofits. A cybersecurity-focused 

initiative would improve the internet’s reliability, elevate the multistakeholder model in security discussions, 

demonstrate that—contrary to the arguments of authoritarian regimes—discussion on internet security is 

incomplete when involving only states, and maintain U.S. leadership. 

Second, the United States should expand its collaboration with industry to increase the technical and policy 

capacity of government officials, business people, tech experts, and civil society activists abroad, particularly in larger 

markets such as Brazil, Indonesia, India, Nigeria, and South Africa. The United States has a history of training 

individuals to increase their likelihood of supporting U.S.-aligned policy solutions. In 1982, U.S. diplomats worked 

with private companies to form the United States Telecommunications Training Institute (USTTI). It offers tuition-

free technology courses to communications professionals, regulators, and entrepreneurs from the developing world. 

More of these developing-world professionals should be trained if the United States hopes to maintain its influence. 

This would complement the work of ICANN and other nonprofits that offer similar fellowships.  

These fellowship and training opportunities also help the United States in the battle to affect policy through 

technical standards. As developing countries improve their technical and policy capacities through U.S. and like-

minded assistance, they will be better prepared to understand the limitations and economic implications of 

restrictive policies proposed by authoritarian governments.  

Over the decades of the internet’s development, multistakeholder governance has adapted to the needs of those 

who help run the internet and ensure it flourishes. Expanding participation in this process by educating newcomers 

to its intricacies supports its endurance and equips participants with the tools to work within the model rather than 

cripple it. Most important, having more private sector and civil society participation in internet governance actually 

makes the United States more influential. Despite their differences post-Snowden, the interests of private sector 

and Western civil society actors are much more likely to be aligned with the United States than with Russia or 

China, making intergovernmental control of the internet less likely.  

Following the IANA transition, the internet remains a resilient platform. Yet it continues to face technical and 

policy challenges that may limit its long-term utility. Without sustained leadership, authoritarian governments will 

capitalize on these challenges that could limit global economic growth and result in severe content control. To 

prevent this, the U.S. government should promote the development of technical solutions to enhance the internet’s 

reliability and resilience, and participate in initiatives involving all stakeholders to bring the next billion users online. 

It is in the United States’ strategic interest for internet governance to remain a priority.  

http://www.hsgac.senate.gov/hearings/weak-computer-security-in-government-is-the-public-at-risk-
http://www.internetsociety.org/routing-security-report-3rd-internet-society-operator-roundtable
http://www.internetsociety.org/doc/addressing-challenge-ip-spoofing
http://www.theregister.co.uk/2016/12/08/can_isps_step_up_and_solve_the_ddos_problem/
https://web.archive.org/web/20170127080437/https:/www.donaldjtrump.com/policies/cyber-security/
https://webcache.googleusercontent.com/search?q=cache:4jcLPi43OEsJ:https://share.america.gov/globalconnect/+&cd=1&hl=en&ct=clnk&gl=us
http://www.circleid.com/posts/20160429_internet_governance_in_transition_itu_battleground_rival_visions/
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