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INTRODUCTION

Amy Myers Jaffe and Joshua Busby

The effects of climate change pose risks not only to the earth’s nat-
ural ecosystems but also to the security and livelihood of the people
of the United States and around the world. In its 2018 special report,
the Intergovernmental Panel on Climate Change (IPCC) suggests that
the speed and scale of the consequences of global warming have inten-
sified faster than projected. The IPCC concludes that in some parts
of the globe, at certain times of year, temperatures have already risen
1.5 degrees Celsius above preindustrial levels, increasing the probabil-
ity of severe weather and other conditions expected from a warming
planet. Still, specific challenges vary by location and intensity, even
within national geographies such as the United States. Thus discus-
sion that focuses on global average measurements and consequences
will miss the mark.

The recent U.S. congressionally mandated Fourth National Cli-
mate Assessment, released in 2018, concludes that climate change will
increasingly threaten the U.S. energy supply via more frequent and
longer-lasting power outages that will broadly affect critical energy
infrastructure. The assessment is prepared by the U.S. Global Change
Research Program, which includes contributions by the National Oce-
anic and Atmospheric Administration (NOAA), U.S. Department
of Defense (DOD), U.S. Department of Energy (DOE), and several
other U.S. government agencies. Some regions, such as the West and
Southwest, have witnessed compounding effects such as droughts
combined with high temperatures and wildfires. Other regions, such
as the U.S. coast of the Gulf of Mexico and the Eastern Seaboard, are
experiencing severe storms combined with high temperatures and
flooding. Other parts of the country, including the Midwest, have seen
extreme rainfall.
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Consequences of climate change affect virtually every aspect of the
U.S. energy system. As climatic effects such as rising seas and extreme
weather continue to make themselves painfully obvious across many
geographies, U.S. energy infrastructure is increasingly at risk. The
United States is ill prepared for this national security challenge. Cli-
matic disruptions to domestic energy supply could be large, entailing
huge economic losses and potentially requiring sizable domestic mil-
itary mobilizations when blackouts and water and fuel disruptions
create health and safety emergencies among civilian populations. Yet
public debate about emergency preparedness is virtually nonexistent.

To explore the challenges of climate risk to the U.S. energy system,
the Council on Foreign Relations organized a two-day workshop
on climate risk to U.S. energy systems and national security in New
York on March 18 and 19, 2019. The gathering of fifty participants
included current and former state and federal government officials
and regulators, entrepreneurs, scientists, investors, financial- and
corporate-sector leaders, insurers, members of credit agencies and
nongovernmental organizations, and energy policy experts. During
their deliberations, workshop participants explored how climate-
related risks to U.S. energy infrastructure, financial markets, and
national security could be measured, managed, and mitigated. To
guide the discussion, participants produced five essays, reproduced
here, on topics related to the financial, technological, and security
dimensions of climate risk to the energy system.

The workshop program began with discussion of the physical cli-
mate risks that will increasingly be felt in different parts of the United
States and present a growing problem for U.S. energy security, the U.S.
economy, and U.S. national defense. Energy facilities, military bases,
and communities on the U.S. coast of the Gulf of Mexico are particu-
larly exposed to sea-level rise. This is partly due to changes in expected
sea currents combined with local land subsidence (the sinking of
ground through natural erosion and the removal of underground mate-
rials such as water, oil, and gas during commercial oil development).
Scientists estimate that the region could experience up to four feet of
additional sea-level rise by 2100. This makes Gulf Coast refining, which
constitutes 44 percent of total U.S. refining capacity, highly vulnerable
to flooding events and dangerous ocean surges during severe storms
and hurricanes. Refineries on the Gulf Coast serve the entire country
through a connected network of nearby pipelines that are critical to
transporting gasoline, jet fuel, and heating oil across the entire United
States. Several of the nation’s largest ports, which host the majority of
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terminals used for exporting U.S. oil and natural gas to global markets,
are also located on the Gulf Coast.

Financial markets have been slowly incorporating information
about climate change into valuation of some products, but the fate
of energy company stocks, bonds, and oil and gas commodity deriv-
atives is uncertain. The Bank of Canada, Bank of England, European
Central Bank, and Norwegian Government Pension Fund Global,
among others, have expressed concerns that more systemic risks
could loom if unexpected changes in valuations come about quickly.
Markets could experience a cascading effect if physical damage to
corporate assets and facilities, legal liabilities, or regulatory risks
emerge suddenly.

Even in the aftermath of the bankruptcy of California utility PG&E
Corporation, whose faulty equipment could be found responsible for
several deadly wildfires last year, rating agencies have not sufhciently
downgraded credit to the U.S. utility sector. Bond rating agencies have
begun to downgrade cities based on frequent climate events, but they
apply less rigorous climate ratings procedures for credit risk to electric
utilities and other energy companies. Large pension funds and some
other sizable institutional investors have tried to engage energy com-
panies with demands to increase transparency on how the companies
plan to incorporate climate risk into investment decision-making. But
throughout the United States, power-generation companies still have
unfettered access to cheap financing, regardless of known climate-
related risks to physical facilities. Securities valuations similarly do
not appear to reflect the full risk that the commercial net worth of car-
bon-intensive assets—such as coal mines, proven oil and gas reserves,
and related processing facilities—could depreciate unexpectedly or
become stranded assets (thatis, become obsolete because of a transition
to cleaner energy sources). Investors and credit analysts stillassume that
companies will be able to recover their returns on capital expenditure
in the ten-to-twenty-year time horizon typically under analysis. This
sanguine view ignores the possibility that sudden changes in valuations
could take place. Already, some energy producers and electric utilities
have seen their cash flows hampered after facilities were damaged in
storms or wildfires. Similar cases are likely in the future. A court ruling
or new environmental legislation can also change the cash flow expecta-
tions for businesses. Over the last seven years, the market capitalization
of U.S. coal firms has fallen from $62 billion to under $10 billion. Cloud
Peak Energy, the third-largest coal company in the United States, filed
for bankruptcy in May.
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The U.S. Securities and Exchange Commission (SEC) does not cur-
rently ensure that disclosures of material risks related to climate change
are accurate or sufficiently detailed. Company filings to the SEC that
mention carbon-related transition risks typically use boilerplate, gen-
eralized language that is not company specific. The SEC received an
active slate of shareholder proposals for more disclosures on climate
risk this year but dragged its feet on initiating any guidelines beyond
those provided in 2010. The agency lacks the funding and resources to
generate guidance rules internally and often sides with companies that
claim they have no material risks to disclose. The agency is said to be
seeking a market-driven way to guide any future formal rulemaking, but
so far its response has been slow as it remains bogged down in debate
on the best way forward.

The current dire situation of PG&E offers a window into kinds of
risks that can emerge suddenly and with little warning from rating agen-
cies or financial analysts. California’s courts have ruled that under the
principle of inverse condemnation, PG&E is strictly liable for any wild-
fire damages linked to their equipment because the company destroyed
life and property while performing its public function. PG&E, which
still serves sixteen million customers in Northern California, now has
little access to capital markets, which constrains its ability to invest in
future infrastructure or even to inspect, repair, and upgrade existing
facilities—which could cost from $75 billion to $150 billion. Utilities in
California used to be able to access both direct insurers and reinsurers
to cover their potential liabilities. Now premiums are rising, and state
officials and business leaders are concerned that private insurance mar-
kets could fail. The State of California has set up a commission to inves-
tigate how to insure against these climate risks. However, the funding
sources for catastrophic risks such as wildfires are unclear.

Public-sector options are needed, both to mitigate physical risks to
U.S. energy installations and to bolster private insurance markets that
can ameliorate the financial consequences of the more extreme risks.
But so far, lessons from the private U.S. real estate market are not
encouraging. Canada is ahead of the United States in thinking about
how to ensure properly functioning insurance markets, considering
cases where sectors or localities could become uninsurable. Wide-
spread residential flooding in Canada presented policymakers and
insurers with a massive problem that threatened the proper functioning
of an insurable housing market, which led policymakers to intervene
to try to incentivize the reduction of climate-related risks to housing
developments via the federally funded National Disaster Mitigation
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Program (NDMP). The NDMP focuses on infrastructure investments
that address the costs and risks of recurring residential flooding with
an eye to facilitating the proper functioning of private residential insur-
ance markets. Some form of climate change prediction markets could
provide aggregated information for investors and add transparency to
how market participants price the probability of scientific projections,
such as future sea-level rise or frequency of heat waves.

In “Climate Change, Storm Surge, and the Oil and Gas Indus-
try,” Jim Blackburn and Amy Myers Jaffe argue that state and federal
authorities should work together to update building standards for
seawalls, levees, and storage tanks to reflect scientific projections for
future risks. Regulators in states along the Gulf of Mexico should
require refineries and the petrochemical industry to compile and
maintain a current inventory of hazardous chemical volumes that are
stored on-site or near their facilities. The essay highlights the clear
risk of serious inundation to refining capacity along the Houston Ship
Channel, as well as the risk of damage to as much as 50 percent of the
4,400 petroleum and hazardous waste storage tanks also found there.
Texas has not yet tackled how damages from the many spills that took
place during Hurricane Harvey will be addressed or who will pay the
costs. Similar catastrophes could become more frequent in the future
and the authors urge Gulf Coast state authorities to consider how to
set up permanent disaster-response funding that can go beyond indi-
vidual claims for compensation for toxic releases to other uses, such
as funding restoration of soil, waterways, and other impaired ecosys-
tems. Precedents such as the Deepwater Horizon Oil Spill Trust and
the 1980s Superfund program can serve as starting points for study of
an appropriate funding structure. The essay also covers vulnerabili-
ties in California, where refineries could become exposed to flooding
as seas rise. It suggests that California consider how to build redun-
dancy into its fuel transportation system, including pre-positioned
fuel inventories for first responders.

The link between water availability and energy production creates
another layer of risk to U.S. energy security. Almost all forms of energy
production, including electricity generation, require a stable supply
of good-quality water. Droughts can disrupt the electricity system by
decreasing availability of hydroelectric power or curtailing thermal and
nuclear electric-power generation, which depend on water for cool-
ing operations. Climate change is precipitating significant changes to
water quantity and quality in the United States. Rising temperatures
are intensifying droughts and reducing snowpack, threatening to alter
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water patterns in places where the U.S. energy industry taps substantial
volumes of fresh water inits daily operations. In their essay, “Water-Re-
lated Risks and Impacts on the U.S. Energy System,” Christina Cope-
land and Sara Law argue that unmanaged water risks could have costly
outcomes for the energy industry, in both financial and operational
terms. Higher operating costs, costlier financing and insurance, con-
straints on growth, and stranded assets are all consequences for energy
producers that could stem from climate-related water insecurity.
Water-related issues have already emerged as a risk to energy produc-
tion in certain parts of the United States. Given such circumstances
and future risks, companies and local governments should undertake
water-related risk assessments and consider technologies and tech-
niques that can minimize water-risk exposure. The authors point out
that energy companies vary greatly in how they manage water risk.
They estimate that in 2017 alone, twenty large representative energy
companies experienced detrimental water-related disruptions to their
operations, totaling $1.8 billion in revenue losses, due to water scarcity.

Because other critical infrastructure, such as U.S. refining and water
transportation and supply, relies on electricity services, electricity out-
ages have the potential to take fuel production and distribution sites
and even retail gasoline stations offline. In her essay, “Climate Change
Impacts on Critical U.S. Energy Infrastructure,” Joan M. Ogden dis-
cusses the risk of these cascading effects, which were chronicled in
detail in the Fourth National Climate Assessment. In parallel with cli-
mate change, the U.S. energy system is in the midst of a major transition
driven by technological advancement, economics, and policy. Ogden
recommends designing the future system to be inherently resilient to
the worsening climate changes expected later this century, even with
strong measures to cut emissions. For example, some localities have
found that micro-grids can be restored more easily than large central-
ized thermal plants after an extreme event such as a hurricane. States
that have experienced climatic event-related disruptions to the electric-
ity needed to pump gasoline into distribution trucks and pipelines now
require the local suppliers of that fuel—for example, motor-fuel termi-
nals and wholesalers—to have portable backup generators available.
Ogden argues that options will take many forms, depending on regional
conditions and resources. For example, New York is exploring how to
use buildings as virtual power plants that aggregate electric power from
rooftop solar, electric cars, and building-level battery storage and deploy
the excess capacity to the wider grid. Such systems are more likely to
bounce back quickly from severe weather events. Ultimately, Ogden
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concludes, innovative public and private financing mechanisms are
needed to promote policy options.

Financing new energy infrastructure and necessary climate change
adaptation measures has proven difficult in the United States. In the
essay, “U.S. Climate Risk and Financial Markets,” Paul A. Griffin and
Amy Myers Jaffe argue that routine underpricing of climate risk affects
firm-level financial valuations. Firms are likely subject to higher and
more uncertain future net cash outflows than is currently being taken
into account because of the costs of adaptation, innovation, and mit-
igation, not only in public-equity stock markets but also in analyses
by rating agencies, insurers, and other financial institutions. Uncer-
tainty about the nature and timing of future regulations, the amount
and timing of loss of cash flow related to physical climate risks, and
energy-fuel transitions is creating constraints that hinder the efficient
assessment of climate risk. The essay warns that if investor inattention
leads to climate risk underpricing, it could increase the propensity for
herding (when investors make decisions based on the actions of other
investors, and not on accurate information) that could destabilize mar-
kets in the future. The essay suggests that though disclosures regarding
weather-related risks are becoming more common among U.S. publicly
traded firms, corporate disclosures lack the level of detail investors
need to assess firms’ strategies and investment plans to meet states’ or
anticipated national or global climate change adaptation and mitigation
goals. The essay asserts that the SEC should revisit its almost-ten-year-
old guidance statement on climate change.

Climate risk could manifest not only in physical damages but also in
financial market failures or cascading energy shortages, which highlights
the complexities of the threat of climate change to U.S. national security.
The DOD has carried out a number of studies to assess the vulnerability
ofits military bases to climate harms and how climate change could affect
military missions, operations, and training. But the threat that climate
change poses to U.S. national security goes beyond force preparedness
and deployment. As Joshua Busby argues in his essay, “A Clear and Pres-
ent Danger: Climate Risks, the Energy System, and U.S. National Secu-
rity,” the severity and speed of potential harms present security threats
in their own right. Extreme weather events increasingly require military
mobilization to prevent loss of life, deliver relief, reestablish order, and
restore energy and other critical services. Moreover, the uneven distri-
bution of climate disasters could also damage confidence in the effective-
ness or fairness of U.S. political leaders or worsen political divisions if
affected constituencies’ confidence in the system is undermined.
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The DOD should also consider the risks that climate change poses
to the military’s energy supply. The U.S. military is the largest cus-
tomer of the U.S. electric grid, which is operated mostly by the private
sector. Vulnerabilities extend beyond physical military facilities to the
surrounding communities that house families of service members and
support external vendors that are also important to military prepared-
ness. Many other critical infrastructure systems rely on electricity
services: electricity outages that result from high winds, extreme tem-
peratures, storms, or wildfires can take vital infrastructure, such as hos-
pitals, transport systems, and data centers, offline. The consequences
for civilian populations would be severe and would likely require mil-
itary mobilization to help them. Energy resilience should be a prime
element of the DOD’s core readiness preparation.

In light of the increasing risks to U.S. energy production and supply
from changing climate systems, the United States should better prepare
for climatic events, reduce risks, and mitigate consequences through
using new energy technologies, financial tools, and changes to disclosure
regulations. The first step in this process is to improve the public’s under-
standing of the detailed regional scientific assessments of future patterns
of heat waves, sea-level rise, droughts, and wildfire risk under different
global warming scenarios. Lawmakers should ensure that the latest sci-
entific assessments of regional challenges to critical infrastructure are
shared with the U.S. Army Corps of Engineers, the DOD, and the Fed-
eral Emergency Management Agency (FEMA) as a basis for planning
capital expenditures for adaptation, mitigation, and evacuation.

RECOMMENDATIONS

Climate risk to U.S. energy infrastructure represents a major threat to
the U.S. economy and national security. Policymakers should give more
careful attention to policy options to identify, anticipate, and mitigate
this risk. The role of federal, state, and local governments is critical, but
the private sector also needs to offer innovative financial and technolog-
ical options that can distribute the costs of preventive action efhciently
and equitably across society. The following policy recommendations
address the gaps in knowledge that thwart more effective responses.

* Congress should require the Department of Homeland Security
and FEMA to update risk-assessment mapping by geographies,
infrastructure type, and specific climate hazard such as drought, heat
wave, flooding, or severe storm. Those agencies could then identify
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future climate-related vulnerabilities to the U.S. energy system, in
general, and to energy supplies to U.S. military bases and operations,
in particular. The assessments should include corollary issues such
as energy supply to nearby support infrastructure, including data
centers, hospitals, and food production sites. Congress and state
governments should use the data to assess and initiate infrastructure
projects and emergency readiness procedures that address damage
from climate change.

The U.S. Army Corps of Engineers and FEMA should commission and
conduct local and regional scientific studies to define future patterns
of heat waves, sea-level rise, droughts, and wildfire risk to critical
infrastructure, including energy andwaterresources andfacilities. These
organizations should use the studies as the basis for planning capital
expenditures for adaptation and evacuation. State governments and
the National Science Foundation should increase funding to regional
university centers to complete these assessments, which should include
arange of probable global-warming scenarios.

States and the federal government should work together to update
building standards for seawalls, levees, and storage tanks to reflect
accurate scientific projections for future risks and address the specific
vulnerabilities of Gulf of Mexico refineries, terminals, and energy
distribution infrastructure. Regulators in U.S. states along the Gulf
of Mexico should require refineries and the petrochemical industry to
compile and maintain an inventory of hazardous chemical volumes that
are stored on-site or near their facilities.

Credit agencies should consider risk from climatic events when
calculating credit ratings to improve the analysis of risks to profitability
andperformance. They should factor in risks to corporate inventories of
hazardous chemicals that are stored on-site or near energy production;
corporate histories of environmental performance; and safety records,
including spill records and any histories of fires and explosions related
to faulty equipment.

States andthe federal government should standardize and tighten water-
usage reporting and risk-disclosure requirements for corporations and
utilities. Companies and communities cannot address water scarcity
risks that could affect energy production if they do not have access to
accurate data about how much water industry and local consumers use.
Reported data could be used to promote sustainable water practices
in regions that could face water shortfalls. An assessment of local
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requirements could facilitate cooperation in water stewardship for
the region by energy companies, communities, and regulators. Such
cooperation can be critical to prevent water shortages from triggering
energy and electricity outages or supply constraints.

The SEC should establish permanent disclosure standards for climate
risks to the operations of publicly traded energy companies and
utilities. To start, the SEC should fully participate in fact-finding
forums to gather information from energy firms, institutional
investors, financial analysts, and other relevant market participants
aboutthe company-specificmaterial risks that should beidentified and
disclosed. The SEC should then institute a system for large publicly
listed companies to voluntarily disclose individual corporate climate
risks for a fixed period of three to five years. The program should be
structured to provide incentives for participation and a credible threat
of possible actions for nonparticipation.

A major research organization or university should establish a climate
riskpredictionmarket. A well-designed climate prediction market could
provide aggregated information for investors and add transparency
to how market participants price the probability of climate change
outcomes, such as sea-level rise or incidence of heat waves. Charitable
foundations and organized financial commodity exchanges, such as
the New York Mercantile Exchange and CME Group, should provide
financial and technical support for the market.
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CLIMATE CHANGE,
STORM SURGE, AND THE
OIL AND GAS INDUSTRY

Jim Blackburn and Amy Myers Jaffe

Climate change has posed and will continue to pose a threat to the U.S.
refining industry. The greenhouse effect, in which the rising level of
carbon dioxide and other greenhouse gases in the earth’s atmosphere
slows the escape of the sun’s energy from the lower atmosphere, means
an increase in energy in both the atmosphere and the oceans. Although
no particular storm can be directly linked to global warming, more energy
in the atmosphere and warmer seas increase the probability of a larger
number of more severe hurricanes and other extreme weather events.
The decline in seaice both increases the warming of oceans (because dark
water absorbs more of the sun’s heat than ice, which reflects it) and pro-
motes sea-level rise. Because a high percentage of U.S. refining is coastal,
sea-level rise and the potential for more severe storms are both challenges
for the U.S. oil and gas industry. Some 120 U.S. oil and gas facilities are
located within ten feet of alow tide line (see figure 1)."

The U.S. Gulf Coast has one of the country’s fastest rates of sea-
level rise, due in part to local land subsidence and changes in sea cur-
rents. Galveston, Texas, has experienced more than a foot of sea-level
rise over the past fifty years; the global average is much lower, according
to the National Oceanic and Atmospheric Administration (NOAA).
A 2014 study suggests that under a mid-range scenario for warming,
the Gulf of Mexico could experience up to four feet of sea-level rise
by 2100.> Hurricane-associated storm intensity and rainfall rates are
projected to increase, according to the 2018 Fourth National Climate
Assessment. Heavy rain downpours are also increasing nationally; the
largest increases so far are in the Midwest and Northeast, exacerbat-
ing regional flooding. Projections of future climate in the United States
suggest that the trend toward heavy precipitation events will continue
across all regions, including the Southwest.

Climate Change, Storm Surge, and the Oil and Gas Industry
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Figure 1. OIL REFINERY CAPACITY

Bubbles represent oil refineries, sized according to capacity in barrels per day.
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Source: U.S. Energy Information Administration.

As temperatures increase, Gulf Coast storms will continue to
worsen. The thirteen most intense hurricanes in the region in the last
hundred years have made landfall since 1980, five of those since 2000.
No storm of record compares with Hurricane Harvey in terms of rain-
fall: it dropped close to fifty inches of rain over the central Houston
region over four days in 2017. In addition to the category 4 Harvey, two
category 5 storms hit in 2017, Hurricanes Maria and Irma. Maria had
a particularly large eye, with associated hurricane-force winds extend-
ing far beyond the eye wall. Houston has seen a 30 percent increase in
its hundred-year rainfall event definitions (a volume of rainfall that has
a 1 percent chance of occurring in a given year). No similar statistical
update has been conducted on storm-surge flooding.

Northern California also faces unique challenges from climate
change. A sea-level rise of between 2.4 and 5.4 inches is projected for
the San Francisco Bay Area by 2040. Coastal regions are especially vul-
nerable to flooding. Some zones are considered vulnerable to wildfires
in areas where flammable vegetation and seasonally hot and dry climate
have increased risk. Wildfires are expected to increase every few years
in areas dominated by grass, shrub, chaparral, and forests, especially
when droughts occur and temperatures are high3 When wildfires and
loss of vegetation are followed by heavy rain, the flooding can weaken

Impact of Climate Risk on the Energy System



hill slopes and lead to landslides, which can put pipelines at risk. In addi-
tion, refining requires access to electricity, natural gas, and water; their
loss could force a shutdown even if the refinery is not damaged.

REFINING ASSETS AND EXPORT TERMINALS
INTHE GULF OF MEXICO

The Gulf Coast region has the single largest concentration of oil-
refining capacity in the United States. The region is home to 44 per-
cent of the country’s total 18.6 million barrels per day (b/d) of refining
capacity. The refineries in the Gulf Coast do not just serve the needs
and demands of that region—pipelines also transport petroleum
products such as gasoline and heating oil from the Gulf Coast across
the nation. The Colonial pipeline delivers petroleum products from
the Gulf Coast to the New York area, U.S. Department of Energy
Petroleum Administration for Defense District region one (PADD I),
making deliveries all along the southern and eastern states. It delivers
an average of 2.38 million b/d of gasoline, home heating oil, aviation
fuel, and other refined petroleum products. The Plantation pipeline
delivers petroleum products from the Gulf Coast to the Washing-
ton, DC, area. The TEPPCO pipelines deliver products from the
Gulf Coast to the Northeast: the Centennial provides 210,000 b/d
and the TE delivers 340,000 b/d. The Explorer pipeline transports
500,000 b/d from Port Arthur, Texas, through the Midwest to Chi-
cago (PADD II). The 9,700-mile Magellan pipeline system is the larg-
est in the United States, extending from the Gulf Coast to the central
United States, including Kansas, Minnesota, and Indiana, and carries
500,000 b/d. The Rocky Mountain States (PADD V) receive prod-
ucts through the Phillips pipeline from the Gulf Coast. PADD V, the
West Coast, is the only region that does not heavily rely on Gulf Coast
refineries for product supplies.

The Gulf Coast is also home to several major ports that host facil-
ities used in exporting crude oil from the United States to global mar-
kets. In Texas, at the end of 2018, Houston-area terminals were shipping
about 650,000 b/d of U.S. tight oil, followed by Corpus Christi ports at
570,000 b/d and Beaumont facilities at 485,000 b/d. Often, smaller car-
goes are loaded at the Houston ports and then transferred ship-to-ship,
inaprocess called lightering, to larger vessels in the Galveston Offshore
Lightering Area or off the coast of Corpus Christi. Small volumes have
also begun departing from the Louisiana Offshore Oil Port, which is
the only port on the Gulf Coast that can accommodate full loading of
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very large crude carriers (VLCCs) without lightering transfers from a
smaller ship to a VLCC in deeper waters oft the coast. All the terminals
can handle substantially higher volumes than they currently do, and
expansion projects are in the works. Of the seven terminals slated to
export U.S. natural gas in the form of liquefied natural gas (LNG) by
2020, six are located on the Gulf Coast. At least two additional LNG
export terminals are likely to be built, again on the Gulf Coast. Sabine
Passin Texas is the site of the largest LNG export terminal, boasting the
capacity to ship 22.5 million tons per year, followed by Freeport, Texas,
at 15 million tons per year.

Although a damaging hurricane does not strike the Gulf Coast
every year, the region has been hit by several severe storms in recent
years. In 2005, Hurricanes Katrina and Rita made landfall on the Gulf
Coast. Hurricane Katrina did so as a category 3 hurricane on August 29,
2005, in southeast Louisiana. It was one of the costliest natural disas-
ters and deadliest hurricanes in U.S. history. Hurricane Rita also made
landfall as a category 3 hurricane on September 23,2005, on the border
of Louisiana and Texas. Although not as destructive as Katrina, Rita
caused extensive damage along the Gulf Coast. After the two back-to-
back storms, about a quarter of all U.S. refining was affected: fourteen
refineries, which had a total capacity of more than four million b/d, shut
down in late September 2005, and another three facilities operated at
partial rates. By November 2005, most of the lost capacity had been
restored, though two facilities in Louisiana did not come back online
until April 2006. Of the eleven refineries shut down by Katrina, four
remained offline sixty days later.

In 2008, Hurricane Gustav was the most destructive hurricane of
the season, making landfall as a category 2 in Louisiana on September
1,2008. It shuttered 2.7 million b/d of refining capacity initially; almost
all was restored within a month. Hurricane Ike, the third costliest, made
landfall as a category 2 near Galveston, Texas, on September 13, 2008.
Ike forced the closure of fifteen Texas refineries and their total capacity
of four million b/d. One major plant in Baytown, Texas, owned by Exx-
onMobil, remained closed for close to a month. But surge waters from
Ike missed the Houston-Galveston refining complex as the storm’s
landfall pushed the major storm-water surge to the east into the mainly
undeveloped wetlands and prairies of southeast Texas. After Hurricane
Isaacin 2012, a little under one million b/d of U.S. refining went offline
temporarily, and one Louisiana refinery was damaged by flooding. By
contrast, historic rains during Hurricane Harvey affected operations at
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Figure 2. REGIONS MOST VULNERABLE
TO RECURRENCE OF HURRICANE SURGE FLOODING

The areas with greatest risk are also those with the highest concentration of
refining capacity, particularly zones C and E.

A Flooding elevation (meters) S
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Source: H. F. Needham, B. D. Keim, D. Sathiaraj, and M. Shafer, “2012: Storm Surge Return Periods
for the U. S. Gulf Coast.”

ten oil refineries and numerous storage facilities in and around Hous-
ton. Flooding impeded major refining complexes in the area, including
in Beaumont, Deer Park, and Port Arthur, Texas. At their peak, the
shutdowns disrupted three million b/d of refined products production.

Based on the historical record of storm surge, the areas of the coast
of the U.S. Gulf of Mexico with the highest concentration of refiner-
ies also have higher, if not the highest, potential for surge flooding (see
figure 2). This prediction encompasses extreme flooding events that
have a 1 percent probability of being equaled or exceeded in any given
year (a one-hundred-year-flood risk). Of particular concernis zone C—
which includes the Houston Ship Channel and Beaumont, Port Arthur,
and Texas City in Texas and Lake Charles in Louisiana—and zone E,
which includes the Baton Rouge and New Orleans refining complexes
in Louisiana. Coastal Louisiana has lost about five thousand square
kilometers of wetlands because of river leveeing, dredging navigation
canals, and subsurface fluid extraction during oil and gas production
and related subsidence. The loss of coastal wetlands and sinking of
ground surface lowers the region’s ability to absorb dangerous storm
surges without destroying highly populated areas. It also increases the

Climate Change, Storm Surge, and the Oil and Gas Industry



16

chances that sea water will contaminate freshwater sources, damaging
fisheries and access to usable water. In southwestern Louisiana, wet-
lands are projected to be vulnerable to the region’s relatively high rate
of sea-level rise.s

The Houston Ship Channel and Galveston Bay are home to 1.4
million b/d of refining capacity and more than two hundred chemical
plants producing plastics and other synthetic products. Texas City
adds an additional 830,000 b/d of refining operations. These refineries
produce about 27 percent of the nation’s military-grade jet fuel and are
home to about 13 percent of U.S. gasoline production, more than 30
percent of all diesel fuel, and 15 to 25 percent of the U.S. production of
ethylene and propylene. This is an important region for U.S. national
security as well as for the Texas and Houston-area economies.

Climate change is at the heart of the question of what size storm
needs to be considered in planning for the future of refining on the U.S.
Gulf Coast. Recent storms have had unprecedented characteristics, but
these conditions are not reflected in flood plain maps prepared by the
Federal Emergency Management Agency (FEMA) and are not gener-
ally acknowledged within the industrial community. Addressing the
discrepancy between perceived and real risk is central to preventing a
huge disaster on the Houston Ship Channel.

The west coast of Galveston Bay, where several refineries arelocated,
is extremely vulnerable to storm surge because much ofits development
is below thirty feet in elevation. To date, the largest surges recorded up
the Houston Ship Channel were from Hurricane Ike in 2008 and Hur-
ricane Carla in 1961, and neither storm generated more than thirteen
to fourteen feet of surge up the channel. Modeling by Rice Universi-
ty’s Severe Storm Prediction, Education, and Evacuation from Disas-
ters (SSPEED) Center reveals that serious inundation of the refinery
capacity along this region would occur from a category 3 storm similar
to Hurricane Ike but with 15 percent stronger winds. A storm surge of
about twenty-five feet could damage or partially damage roughly half of
the 4,400 petroleum and hazardous-material storage tanks found along
the Houston Ship Channel. This could release more than ninety million
gallons of oil and hazardous substances into neighborhoods and the
bay, seven times more than from the Exxon Valdez spill and about half
that from the Deepwater Horizon spill. Most channel industries and
tanks are protected against a surge of roughly fifteen feet. Expanded
hurricane wind fields have been observed in more recent storms fueled
by hotter water temperatures in the Gulf of Mexico, the Caribbean Sea,
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and the Atlantic Ocean, raising questions of whether facilities are ade-
quately prepared for potentially larger future storms.

Similarly, refineries in Beaumont and Port Arthur are also vulner-
able to the larger storms predicted for the future because the existing
seventeen-foot levee at Port Arthur could prove to be ineffective, espe-
cially in light of sea-level rise. Surge risk to Corpus Christi is lower,
given the narrower continental shelf, but the port will still be at risk for
severe storms and rising sea level.

THE SPECIFIC CHALLENGE OF THE BENICIA REFINING
COMPLEXIN NORTHERN CALIFORNIA

Californiais home to seventeen of the nation’s refineries, and its market
is more disconnected from other U.S. national networks than are those
of other regions in the United States. Infrastructure to import refined
products by pipeline from other parts of the United States is limited;
the state relies mainly on local refineries and seaborne imports from
Asia. Its isolation has rendered the California market particularly vul-
nerable to refining dislocations: over the past several years, gasoline
prices have seen a sustained premium that has stemmed from refining
accidents and other problems.

The study “Assessing Extreme Weather: Related Vulnerability and
Identifying Resilience Options for California’s Interdependent Trans-
portation Fuel Sector” concluded that most of the state’s refinery assets
are located near waterways and exposed to coastal flooding.® In North-
ern California, five facilities are located between Benicia, Martinez, and
Richmond in the San Francisco Bay Area. The Sacramento-San Joaquin
Delta is likely to be extensively flooded as sea-level rise increases, and
“terminals, docks, and refineries have higher proportions exposed than
other kinds of fuel system assets.” The study also found that although
terminals and refineries are less exposed to large wildfires than other
kinds of assets are, the threat “still exists and is projected to persist.” The
study concluded that refined-product pipelines are at the highest risk of
wildfire-related disruptions, especially when rainstorms that follow fires
produce flash floods, slope failures, and debris flows that can destroy
infrastructure. Flooding exposure in Northern California around the
Concord-Martinez-Richmond complex and wildfire exposure in the
Reno-Richmond-Sierras complex were identified as potentially affect-
ing operations of Kinder Morgan’s common carrier pipeline system for
petroleum products.
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POLICY RECOMMENDATIONS

Policymakers have increasingly focused on infrastructure that needs to
be constructed to protect facilities. In Houston, experts have proposed
an option for Galveston Bay that involves the construction of a “coastal
spine” levee and seawall, which would have an elevation of seventeen
feet at the coast. The U.S. Army Corps of Engineers proposed a back-
side levee for the city of Galveston and two gate structures for the west
side of Galveston Bay. The project has encountered criticism not only
foritslarge price tag of $14 billion to $20 billion but also because it would
restrict tidal exchange within a productive natural estuary. The project
would not be completed until 2035 at the earliest and would not protect
the Houston Ship Channel or Texas City refinery complexes from the
major storms that are predicted for the future or from the associated
sea-level rise. Methodologies used by the Corps of Engineers tend to
approximate higher-risk, higher-intensity storms by measuring past
storms rather than identify the future risk of greater storms created by
the combination of climate change and rising sea levels. As new kinds of
storms emerge, historical metrics are not as useful for assessing future
infrastructure needs in light of a changing climate.

An alternative plan, the Galveston Bay Park plan, designed by the
SSPEED Center, proposes a twenty-five-foot dike that originates in
Chambers County, proceeds westward to the Houston Ship Channel,
and eventually connects to the Texas City levee system, which will also
be raised to a twenty-five-foot elevation. A navigation gate that regu-
lates water levels to enable shipping would also be included, as in the
coastal spine project. The Galveston Bay Park plan would also include a
backside levee for the city of Galveston and elevated roads. Total project
costs are estimated at $3 billion to $6 billion, with possible cost-sharing
opportunities with the Port of Houston, which plans to widen the ship
channel. Integrating hurricane surge planning with ongoing plans to
widen the Houston Ship Channel and using dredged material to build
the barrier as part of the dredged-material disposal plan could save time
and expense. Gate structures would be added as a second stage. Other
improvements such as elevated highways would be built in conjunction
with federal and state highway projects, and additional levees could be
constructed by the Army Corps of Engineers.

Underlying these plans and philosophies about flood protection
is a fundamental issue. The climate is changing, and older planning
concepts and methodologies are inadequate to address this future
risk. New planning and infrastructure evaluation methodologies that
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specifically incorporate climate change are a fundamental priority in
protecting critical fuel infrastructure for the future. This problem can
be resolved not by looking to the past but by looking forward and antic-
ipating the changing climate. Otherwise, big storms such as Harvey will
always catch an area off guard.

In addition to major initiatives such as constructing seawalls and
dikes, building standards for storage tanks should be revisited and
updated to reflect projections of future risks. The refining industry
has been relocating critical equipment to elevated areas, but it will
need to reevaluate whether current standards will be sufficient as
sea-level rise and larger storm surges occur. Hurricane Harvey high-
lighted the need for a major reassessment of the planning procedures
of entities such as the Army Corps of Engineers. Climate change
should be addressed directly to plan for the potential storms of the
future. In this regard, considering staged protection is useful: some
protection is required now; greater protection could be required in
twenty to forty years. That reality would suggest building in incre-
ments over time rather than attempting to solve all problems with the
construction of single, massive structures.

Today’s storage tanks are considered highly vulnerable to severe
storms in that they are designed to withstand winds but not necessar-
ily rising water. Better processes and storm preparation procedures
are needed, including emptying tanks (or perhaps filling them per
weight) in anticipation of storms. Containment berms for spill events
can become traps for rising water—not high enough to keep the water
out and too high to let the water leave. Electrical systems should be
elevated well above ground level, as should pumps, compressors, and
generators. Facilities should have flooding management plans and
operational provisions for flooding that take into account the power
of a coastal surge and consider the costs and liabilities of tank failure
and leakage of toxic materials that are inside equipment in refineries
and petrochemical plants that would be catastrophic to adjacent com-
munities and the environment.

In California, refineries and pipeline operators should revisit how
they manage fire-prone vegetation near their facilities to ensure that
they are aligned with the latest data on year-round fire risks. Wood
materials need to be upgraded to concrete and steel. California should
also consider how to promote more redundancy in fuel transportation
to markets so supply routes do not depend on a single railroad or high-
way for trucking. Further study on preparedness for fuel disruptions
is likely to show a greater need for pre-positioned fuel inventories,
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especially for first responders. The state should consider regulations
and incentives to encourage holding higher fuel inventories at in-state
locations that are less subject to flooding, rain, and fire.

Regulatorsin states along the Gulf Coast should require refiners and
the petrochemical industry to compile and maintain a current inventory
of hazardous chemical volumes that are stored at or near their facilities.
Credit rating agencies should consider these inventory stockpiles and
the history of environmental compliance and safety records, including
spill records, in accounting for risks and performance of Gulf Coast
refining and petrochemical companies. Federal law requires companies
to report spills of hazardous chemicals, but in the aftermath of Hur-
ricane Harvey, investigations of the many incidents have been spotty.”

Texas has not yet tackled how damages from many of the spills will
be ameliorated and who will pay the related costs. Given that similar
catastrophes could become more frequent in the future, federal and
state authorities should consider creating permanent disaster-response
funding, separate from FEMA assistance. This funding could be used
to settle claims from toxic releases and fund restoration of soil, water-
ways, and other harmed ecosystems, as well as cover state and local
response costs and individual compensation. A response fund could
include a structured claims process and a court-supervised settlement
process. Precedents such as the Deepwater Horizon Oil Spill Trust and
the 1980s Superfund program can serve as a starting point for studying
the proper structure for such disaster-response programs. Public policy
debate needs to weigh the appropriate cost sharing from industry and
public funding. Future policy design will need to ensure that private
insurance markets can continue to function adequately and that market
failures, like those looming in light of the bankruptcy of California util-
ity PG&E, can be anticipated and mitigated.

CONCLUSION

The forty-seven-plus inches of rain over four days from Hurricane
Harvey should have convinced Gulf Coast refining and petrochemical
operators of the need to recalibrate rainfall expectations and reconsider
adaptation plans to protect the nation’s refining capacity in light of cli-
mate change. Future consequences of hurricane surge in light of sea-
level rise will be a greater threat to Gulf Coast refining than in the past.
Similarly, heavy rains, sea-level rise, and year-round fire risk in Califor-
nia could create new challenges to local fuel infrastructure. Another
risk is cascading effects throughout the refining system, especially
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given that refineries are unable to operate or distribute any existing fuel
output stored in tanks without reliable electricity supply.

The need for detailed, location-specific information about chang-
ing patterns of weather-related risks will only increase. Companies
and political leaders alike will need to incorporate updated analysis
into forward-planning and adaptation activities. The task is daunting
and requires collaboration at all levels of government, citizen action,
and industry. Uncertainty is not an invitation to inaction. Rather, a
healthy debate about the risks facing the U.S. fuel system and about
the various options that can mitigate those risks is imperative to U.S.
energy and national security, as well as the welfare of communities
near energy infrastructure.
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WATER-RELATED RISKS
AND IMPACTS ONTHE
U.S. ENERGY SYSTEM

Christina Copeland and Sara Law’

Water and energy are closely connected. Water, particularly fresh
water, is important in most forms of energy production and electricity
generation. The Intergovernmental Panel on Climate Change (IPCC)
has found that rising greenhouse gas accumulation in the atmosphere
threatens the reliable availability of fresh water." Droughts and lost
snow cover could shrink renewable surface water volume in rivers and
reservoirs. With lower rainfall, high water use could deplete ground-
water in dry, subtropical regions. In arid areas, climate change could
increase the frequency and severity of droughts. Scientists at Columbia
University’s Lamont-Doherty Earth Observatory have found evidence
that over the past two centuries droughts in the western United States
have worsened because of climate change.*

Significant changes in water quantity and quality are evident across
the United States. Variable precipitation and rising temperatures are
intensifying droughts, increasing heavy downpours, and reducing
snowpack. Reduced snowpack, in turn, worsens drought effects because
less water is stored in the form of immobile snow that can be gradually
released as seasons change to replenish water supplies during the hotter,
drier months. Thus, climate change effects are creating a significant
discrepancy between human water withdrawals and natural reservoir
replenishment. Groundwater depletion is exacerbating drought risk,
especially in California and much of the Southwest.3 Surface water qual-
ity can also be expected to decline as water temperature increases, and
as erosion and runoffincrease as a result of more frequent high-intensity

" The authors work for CDP Worldwide. They would like to acknowledge Zoya Abdul-
lah and Benjamin Silliman for their contributions to this essay.
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rainfall and recurrent flooding from sea-level rise. During Hurricane
Harvey in Texas, thirteen of forty-one Superfund sites in Texas were
affected by the flooding. Superfund sites are areas so polluted from
severe hazardous waste contamination that the U.S. Environmental
Protection Agency identified them as a national priority site for cleanup.
Additionally, nearly five hundred chemical plants, ten refineries, and
6,670 miles of pipelines were in the path of the hurricane.

As climate change threatens to change water patterns around the
country, energy security could be put at risk. The U.S. energy industry
uses substantial volumes of water in its everyday operations. Almost
all forms of energy production rely on a stable supply of good-quality
water. Of the water used by the energy industry, 76 percent is fresh
water.’ Reliance on fresh water puts the energy industry in competition
with other industries, such as agriculture, as well as with human con-
sumption. Energy companies are already suffering from costly opera-
tional stoppages and financial losses related to severe water shortages
that were not properly anticipated or managed. Water scarcity can raise
energy companies’ operating, financing, and insurance costs, as well as
disrupt supply chains, constrain growth, damage brand names, and, if
long lasting, strand assets.

Water issues have already emerged as a risk to energy production
in parts of the United States. In 2013, Antero Resources Corporation
proposed a pipeline to carry water from the Ohio River to hydrau-
lic fracturing (fracking) sites in the Marcellus and Utica shales when
state authorities in Ohio curtailed water withdrawals from local
rivers during the 2012 drought in the region.® California’s hydroelec-
tric power production was cut in half in the mid-2010s, and electricity
production at various U.S. coal plants has been hampered by water
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problems in recent years.” Drought also affected nuclear plant oper-
ations in the Southeast, Illinois, and Minnesota in 2006 and 2007. In
July 2012, heat waves and drought forced nuclear plants in Ohio and
Vermont to slow output.

That said, much of the attention on water use in U.S. energy pro-
duction has focused on the exploitation of unconventional resources
in Ohio, Pennsylvania, and Texas. Energy and research consultants at
Wood Mackenzie projected in 2013 that more than half of the shale and
tight natural gas reserves in the United States “are located in medium
to extremely high baseline water stress areas, where competition is
high with other local water users and concerns over water quality
exist.”® U.S. water withdrawals for fracking rose from 5,600 barrels
of water per oil well in 2008 to more than 128,000 barrels by 2014.°

To put these statistics in perspective, water use for oil and gas drill-
ing represents only a small portion of the water use for energy in the
United States, and energy use is only 3 percent of total U.S. water con-
sumption. Yet water is a critical component of electricity production:
electric utilities withdraw large amounts of water for cooling pur-
poses and then return it to the water cycle after use. According to the
U.S. Geological Survey, thermoelectric power accounts for nearly 45
percent of fresh water withdrawn from natural sources in the United
States (and 3 percent of total water consumption).'” Some 70 percent of
current U.S. electricity comes from power plants that require water for
cooling. Less carbon-intensive power sources, such as biofuels, nuclear
power, and, of course, hydropower, all require significant amounts of
water. Even solar photovoltaics, one of the least water-intensive sources
of power, requires water for equipment maintenance.

Several factors will influence the water requirements of the U.S.
electricity grid moving forward, including fuel consumption patterns,
cooling technologies in use, environmental regulations, and ambient
climate conditions. The water requirements for generating electric-
ity are related to the kinds of generation plants that make up the grid.
Different kinds of electricity-generation plants have varying water
requirements for their operations. For example, thermal coal plants
and nuclear energy are relatively water-intensive, whereas solar and
wind energy do not require much water. Companies need to consider
future water availability when deciding which kinds of generation facil-
ities to build and what equipment and operational practices they will
use to lessen water requirements.
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ANALYSIS OF U.S. ENERGY COMPANIES’
WATER RISK DISCLOSURES

How electric utilities companies manage climatic water risk will affect
the amount of water needed to maintain U.S. electricity supply. Water
users need to clearly understand the risks of potential water supply
problems and the methods that can be deployed to appropriately
manage water resources. This would mitigate risks to business and pro-
tect water ecosystems.

Increasingly, energy companies are assessing whether their opera-
tions could be interrupted by climate-induced water scarcity. The type
of fuel used to generate heat in plants can determine the plant’s water
use. Power plant cooling typically drives the largest need for water in
thermoelectric plants. Nuclear power plants typically operate at lower
thermal efficiencies and require more steam per unit of power gener-
ated, increasing their water requirement. The replacement of coal-fired
plants is likely to lower the water intensity of the U.S. electricity grid
over time." Greater reliance on wind and solar energy, as well as on
smaller, distributed micro-grids, can relieve some water requirements
now required for large-scale thermal coal plants.

Shareholders are requesting that companies disclose their water-
related risks and report steps they will take to reduce vulnerability to
water-related disruptions to their operations. One recent example is the
Arizona Public Service Company (APS, a subsidiary of Pinnacle West),
which disclosed to investors its plans to retire 767 megawatts of coal-
fired generation by 2025, a move projected to reduce water consumption
at the Cholla Power Plant to less than 10 percent of current consump-
tion. APS has retired coal units totaling 820 megawatts since 2013, thus
reducing water consumption by approximately 20 percent. Because tril-
lions of dollars’ worth of assets are set to be at risk from water insecu-
rity, investors are more focused than ever on leaders and laggards in the
sustainability transition. Information is fundamental to their decisions.

Disclosures by U.S. energy companies to the nongovernmental
organization CDP Worldwide reveal large variation among energy
companies in how they are managing water risk. CDP analyzed the
water disclosures of twenty large representative U.S. energy companies.
The primary activities of these companies included coal mining, oil and
gas extraction, oil and gas midstream, and thermal power. The disclo-
sures reflect the companies’ responses to CDP questionnaires created
with the backing of more than 525 institutional investors with assets of
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$96 trillion. CDP’s questionnaire focuses on water stewardship, look-
ingatrealized effectsand expectedrisksaswellasacompany’sresponses
to and plans for these effects and risks. Questions included reporting
on whether the company “experienced any detrimental water-related
impacts” in the reporting year (question W2.1), the number of facilities
exposed to current or future water risks “with the potential to have a
substantive financial or strategic impact on [their] business,” and expla-
nations of what proportion of their company-wide facilities this repre-
sented (question W4.1b). Companies were also asked to provide details
of the identified risks (effects on their direct operations, including
potential financial costs) and their responses to those risks (question
W4.2). CDP has a scoring system based on the answers to the question-
naire. More details on individual company scores and the metrics used
that encompass the one hundred to three hundred data points covered
in each company’s 2018 responses to the questionnaire are published on
CDP’s website."

In its analysis of the companies’ disclosures of effects, CDP found
that these twenty representative energy companies have already experi-
enced detrimental water-related disruptions to their operations. Water
scarcity caused the twenty companies to experience $1.8 billion in
aggregate revenue losses over 2017. In the 2018 disclosure report, com-
panies cited hurricanes, drought, wildfires, and sea-level rise as some of
their past or anticipated water-related challenges. Multiple companies
also cited regulatory compliance and uncertainty as ongoing risks.

The companies reported 271 facilities as being exposed to water
risks that could have a substantive financial or strategic effect on busi-
ness operations. Eight companies reported that their exposed facilities
represented up to 25 percent of company-wide facilities, five reported
exposure of 26 to 75 percent, and six reported exposure of 76 to 100
percent of company-wide facilities.

A total of ninety-two risks were reported, fifty-one physical and
thirty-eight regulatory. (A small number of reputational or market
risks were also identified.) The most commonly reported risk driver
was drought, followed by regulation of discharge quality or volumes.
More than a third of the risks reported are already happening or will
take place within the year. The total potential financial cost of those
risks was in excess of $30 billion. However, CDP considers that the
ultimate financial effect could be much higher because some of the
reported risks did not contain sufficient information on expected
financial implications.
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The most commonly reported potential consequences of these risks
were an increase in operating costs and a reduction or disruption in
production capacity. For example, Exelon Corporation reported that at
its Oyster Creek facility in Barnegat Bay, New Jersey, the cost to meet
regulations to reduce the risk of ecosystem vulnerability by installing
closed-cycle cooling towers would have been more than $800 million
over the remaining twenty-nine years of the life of the plant; it closed
the facility instead.

Six companies reported one or more of the following physical impli-
cations: disruption of sales, effect on company assets, increased oper-
ating costs, reduced revenues from lower sales or output, reduction or
disruption in production capacity, up-front costs to adopt or deploy
new practices and processes, and other conditions.

Hurricane Harvey featured widely in the disclosures of several com-
panies. For example, American Electric Power Company reported that
flooding due to the hurricane caused oil-filled electrical equipment to
fail, which then also led to oil spills and releases to the environment.
The cleanup of all Harvey-related spills cost the company approxi-
mately $448,000. Occidental Petroleum Corporation reported that
flooding effects from Harvey resulted in its suspending operations at
some facilities. In its reporting to CDP, the company estimated that
“realized losses” attributed to the hurricane included a pre-tax income
reduction of approximately $70 million.

For Duke Energy Corporation, Hurricane Irma was the most
destructive storm to its Florida service area: almost 75 percent of Flor-
ida customers lost power for up to eight days. Duke lost $513 million,
but the company reported it to CDP as “eligible for recovery,” expect-
ing to offset the loss with federal tax savings because of the storm costs.
Duke plans to invest $3.4 billion over the next ten years to strengthen its
Florida energy grid, including by moving about 1,250 miles of its most
outage-prone overhead power lines underground.

Five companies reported regulatory factors as affecting their
operations and capital spending. American Electric Power Company
reported that new rulemaking on discharge of pollutants in flue-gas
desulfurization wastewater and discharge restrictions on bottom ash
transport water could increase compliance costs. CMS Energy Cor-
poration reported that new environmental regulations on discharges
of cooling water could require the company to make expensive modi-
fications at two of its facilities. DTE Energy Company’s statement to
CDP also underscores its view on regulatory risk. It wrote that new

Water-Related Risks and Impacts on the U.S. Energy System

27



28

water discharge regulations “imposed a significant financial burden
to the company, and were one of many contributing factors to several
plant closures.” DTE and other companies reported effects related
to compliance with the coal combustion residuals rule, which regu-
lates coal ash storage sites to prevent environmental harm, such as to
groundwater sources.

Too little water was also reported as a risk. Sempra Energy reported
that drought conditions in the western United States “increase the risk
of catastrophic wildfires,” which it added “could place our electric and
natural gas infrastructure in jeopardy.” It described its potential liabili-
ties for massive damages caused by fires linked to its equipment failures
as follows: “If overhead power lines owned by our business unit SDGE
[SanDiego Gas and Electric] are implicated in wildfires, as was the case
in 2007, it represents further financial risk, through increases in insur-
ance and litigation costs.” SDGE proposed passing on $379 million in
expenses from three 2007 wildfires in San Diego county to consumers,
but so far regulators have rejected that remedy. The company’s 2018
wildfire liabilities could be higher. Another factor is that wildfires can
leave areas prone to flooding during the rainy season, further endan-
gering underground infrastructure.

Sempra Energy also evaluated the effect of rising sea levels on elec-
tric and natural gas infrastructure on its subsidiaries Southern Califor-
nia Gas Company and SDGE. It reported a potential financial burden
of $25 billion, representing “potential costs to customers as a result of
indirect impacts of coastal climate change hazards on the economy and
social fabric of the San Diego region, under an extreme scenario by the
end of the century.”

Beleaguered California electric utility PG&E Corporation, which
is in bankruptcy and faces billions of dollars in potential wildfire lia-
bilities, reported to CDP that its facilities also face high risk of flood-
ing related to sea-level rise and storm surge: “There is the risk of levee
erosion or failure, putting assets at risk. PG&E also faces the risk of
damage to substations and other gas and electric infrastructure.” It
partnered with the Center for Catastrophic Risk Management at the
University of California, Berkeley, to better understand how its gas
transmission infrastructure could be affected under future sea-level
rise coupled with a storm surge event. Based on a preliminary review
of a worst-case scenario of 1.4 meters of sea-level rise coupled with a
major storm event, PG&E estimated that mitigation efforts would cost
$4 million to $7 million annually.
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ADDRESSING WATER SECURITY RISKS

The business model that energy companies adopt today will have ram-
ifications for decades. Companies with a greater understanding of
water insecurity will be better positioned to adapt their operations to
withstand the pressures of freshwater scarcity and thus improve energy
security. Those companies could decide on a mix of fuels available in
a particular geography that would minimize water use. These actions
would position them to achieve the transition to net-zero emissions and
reduce the risk of climatic water shortages to the U.S. economy. Thirteen
of the twenty companies analyzed stated that they use climate-related
scenario analysis to inform business strategy. Of the thirteen, seven pro-
vided details of that analysis, but only three reported using established
scenarios such as 2 degrees Celsius (2DS), International Energy Agency
(IEA) 450, and the IEA Sustainable Development Scenario.

CDP’s analysis leads to several suggestions as to how U.S. energy
companies can improve their response to these costly risks and con-
sequences. A faster push to renewable energy could ease exposure to
water constraints. Renewable energy requires less water for operations.
Hastening the energy sector’s shift to renewables will provide cleaner
energy and support a society-wide shift to a low-carbon economy.
The deployment of new, large-scale electricity generation powered by
renewable sources is also allowing researchers to examine how this
form of power fares when exposed to extreme storms. Many current
water-related effects and future risks reported by U.S. electricity com-
panies were associated with extreme weather, specifically hurricanes.
Renewable energy facilities have consistently outperformed fossil fuel
plants in the wake of destructive hurricanes. For example, after Hur-
ricane Matthew in 2016, North Carolina worked to rebuild a system
with more solar and wind energy. Renewable power now accounts for
10 percent of its total electricity production.t After Hurricane Flor-
ence in 2018, thousands of residents in the Carolinas whose electricity
comes from coal-fired utilities were without power for several weeks.
By contrast, solar installations were reported to be up and running the
day after the storm.’s

Several technologies can be installed relatively quickly to help tra-
ditional power-generating units reduce water use, which could have
a more immediate benefit to a company’s exposure to water insecu-
rity. Hybrid wet and dry cooling systems and closed-loop water cool-
ing systems could reduce water withdrawal in areas where water is
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becoming scarcer. (These technologies, however, could increase water
consumption by increasing evaporation and slightly lowering the ther-
modynamic efficiency of the power plant.) In areas where water is more
readily available, such as the eastern United States, cooling systems that
return water at the same rate it is used could reduce the water consump-
tion rate and improve the efficiency of the cooling system. Reclaimed
wastewater can also be used as a supplemental source for cooling water
if the infrastructure is created to do so. On the extraction side, some oil
and gas companies are already using artificial intelligence and automa-
tion to deliver water for operations in the exact amount and timing that
is needed, thus reducing waste.

Exploring collaborative partnerships among utilities, suppliers,
government agencies, and communities is important to ensure that all
parties understand the shared stake in water security risks and can take
coordinated actions to ameliorate those risks. Among the twenty com-
panies analyzed, local communities, regulators, and river basin manage-
ment authorities were the most commonly mentioned in companies’
water-related risk assessments. This is a promising sign of progress in
addressing shared water challenges, especially if companies move to
enhance collaborations at the local level. When companies undertake
a water-related risk assessment, they should consider not only the fre-
quency with which they update that assessment but also at what geo-
graphical scale they are considering their risks—and thus which groups
they should work with. For example, through collaboration with com-
munities, industry groups, and regulatory agencies, a company can mon-
itor and address water supply risks at the company, aquifer, or watershed
level—that is, consider the broader system of connected streams and
rivers that flow into the same outlet, such as a large river, lake, or ocean.
Because risks to site-level water access manifest at this broader regional
level and large withdrawals from any one source can affect water avail-
ability in other connected bodies of water, including this wider scale in
corporate monitoring and disclosure is vital.

Existing technologies and techniques can help existing or future
energy installations lower their water risk exposure. However, these
options should be evaluated on a site-specific basis, so that each plant
or extraction site can be studied to determine the most effective mech-
anisms to reduce water use for that operation. No one option will fit
all conditions. Adequate disclosure and planning systems can help
guide this process. Federal and state governments should further stan-
dardize water risk disclosure requirements, which would improve
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understanding of water needs and improve the availability of data on
adaptation to evolving water availability.

CONCLUSION

Access to water (particularly fresh water) is critical to secure energy
production today and in the future. Climate change will harm this
interrelationship in ways that the government, communities, and cor-
porations need to manage better.

CDP’s analysis of U.S.-headquartered energy companies that
made disclosures in 2018 in response to an investor-driven infor-
mation request found that the twenty companies reported current
water-related issues costing nearly $2 billion annually, and future
risks with a potential financial cost of more than $30 billion. The
companies’ disclosures also told the story of how extreme weather
affects their business, including service interruptions and unrecover-
able losses, strategic decisions to retire plants deemed vulnerable, and
unstable water supply or new regulatory requirements.

To mitigate water-related risks, companies need to better under-
stand their sensitivity to future water shortages and swiftly adapt. One
option for utilities is to replace water-intensive thermal generation
plants with renewable energy that requires less water to produce elec-
tricity. As more renewables are deployed in the United States to lower
carbon emissions, the net result could also help reduce the water needs
that could result from any rise in electricity demand.
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CLIMATE CHANGE
IMPACTS ON
CRITICAL U.S. ENERGY
INFRASTRUCTURE

Joan M. Ogden

The U.S. energy system s already feeling the effects of extreme weather
events and changing climate. The United States’ 2018 Fourth National
Climate Assessment notes that the United States will be threatened by
more frequent and longer-lasting energy outages and fuel supply imbal-
ances that can create “cascading effects on other critical sectors.”

Observed climate effects include rise in air and water average
temperatures, more extreme temperatures, sea-level rise, increasing
intensity and frequency of storms and storm surges, increasing inten-
sity and frequency of flooding, more frequent and severe wildfires,
changes in precipitation patterns, drought, decreasing snowpack, and
decreasing water availability.

These climate change consequences can affect every part of the energy
system, from production through end use, resulting in multiple problems:

less efficient electric generation, transmission, and distribution due to
higher temperature

wildfire damage

flood damage

storm damage

increased risk of physical damage and disruption to power and fuel
facilities

disruption of rail and barge transport of crude oil and other petroleum
products

increases in air conditioning and natural gas demand in summer
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These energy system effects are being felt throughout the United
States, though they vary by region (see figure 1).2

Rising air and water temperatures throughout the United States
reduce the efficiency of electric transmission lines and thermoelectric
power plants that make electricity from heat, such as nuclear power
plants and combustion turbines fueled with natural gas or coal. In ther-
moelectric power plants that require water for cooling, hotter water
temperatures (sometimes coupled with water shortages) have led to
shutdowns or curtailments.

Wildfires threaten the electric grid throughout the western United
States with direct damage to the system and prolonged power outages.
The past few years have seen billion-dollar wildfires in Alaska, Califor-
nia, Montana, the Pacific Northwest, and the Southeast.’

Droughts have become increasingly frequent and severe in the West
and South and have also caused major damage in the East and Midwest.
Consequences for the energy system include decreased availability of
hydropower; decreased crop yields, which could limit biofuel availabil-
ity; and scarcity of cooling water for power plants.

Rising sea levels and the threat of storm surges affect all coastal
regions of the United States and all aspects of the energy system,
including electric generation, transmission, distribution, and fuel pro-
duction, refining, and distribution. The threat is amplified along the
Eastern Seaboard and Gulf Coast by the rising frequency of hurricanes
and superstorms, and in the West by the increasing frequency of atmo-
spheric rivers (storms that result in extreme downpours and floods).
Extreme rainfall events are leading to flooding inland, as well as along
the coast, with major damages occurring in the interior states of the
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Figure 1. DIFFERENT REGIONS ARE AFFECTED BY
DIFFERENT TYPES OF EXTREME WEATHER AND
CLIMATE CHANGES.

Number of billion-dollar weather and climate disasters (CPl-adjusted), 1980 to 2019

Droughts and heatwaves Winter storms

Source: National Oceanic and Atmospheric Administration.

Midwest and East, as well as the West. Severe local storms and tornado
outbreaks have become more common in the Midwest and Southeast.
According to the Fourth National Climate Assessment, multiple cli-
mate effects often occur in a given region, where they can interact or
compound, amplifying the damage to the energy system:

* Higher air and water temperatures could contribute to
both an increase in electricity demand and a decrease in

electricity supply.
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*  The effects of sea-level rise could be exacerbated by more
severe storms and coastal erosion, causing flooding across
a larger area. Storms can also damage natural features,
such as wetlands, and manmade structures, such as sea
walls, that help protect coastal infrastructure from sea
level rise and storm surges.

e Both warmer temperatures and drought heighten the
risk of wildfires, which—alone or in combination—could
ultimately limit the amount of electricity that can be
generated and transmitted during times of peak demand.s

The upward trend in climate-related extreme weather events since
1980 has been steep, increasing fourfold from 2007 to 2016 compared
to 1980 to 1989. Damage costs have grown by a factor of almost three;
severe storms and hurricanes are particularly costly.® Overall, related
damage costs were estimated at about $85 billion in 2018, roughly twice
the average annual damage cost between 2007 and 20167 Different
regions of the country are more strongly affected by different types
of extreme weather and climate events. Wildfires are predominant in
the West, and winter storms and severe local storms and tornadoes are
more likely in the East and Midwest (see figure 1). Tropical hurricanes
are found along the East Coast and Gulf Coast.

Weather is the largest cause of major grid outages in the United
States.® In 2012, Hurricane Sandy inflicted about $2 billion of damage
on New York utility Consolidated Edison Company (Con Edison) and
New Jersey utility Public Service Electric & Gas. Rebuilding Puerto
Rico’s electricity grid after Hurricanes Maria and Irma (2017) was esti-
mated to cost $17 billion. Costs to the energy industry from Hurricanes
Katrina and Rita (2005) were estimated at $15 billion. In the wake of
the devastating 2018 Camp Fire in Northern California, insurers esti-
mate damage costs at $7.5 billion to $10 billion.? A federal judge over-
seeing PG&E Corporation’slegal troubles recently proposed requiring
the utility to inspect and rate the safety of its entire network, to greatly
reduce the chances that its equipment could ignite additional fires.
PG&E estimated that the measures needed to make its grid system
resilient against future wildfires would cost upward of $75 billion to
$150 billion and require a fivefold increase in electricity rates. PG&E
has filed for bankruptcy protection.”

In the past, utilities in California have accessed both direct insur-
ers and reinsurers to cover potential liabilities. As insurance premiums
rise precipitously in the state, private insurance markets could fail.
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The California state government recently established a commission to
consider how to insure against mounting climate risks. To date, there
has been little progress on how to solve the problem of financing cata-
strophic outcomes, such as wildfire damages to the electricity grid.

The interdependent nature of different aspects of the energy system
means that many climatic events can have a cascading effect, where a
shutdown of one element of the system can lead to failures in other
parts of the system. For example, when the grid fails it could become
impossible to pump gasoline or access the internet. Widespread loss of
power can potentially shut down the entire fuel supply chain: oil pump-
ing, pipelines, oil refineries, and retail fuel distribution at gasoline sta-
tions. The reliability of electricity undergirds the entire energy system
(see figure 2). Cutoffs in energy can also disrupt other vital emergency
services across the United States." Telecommunications, trains and
subways, data clouds, and medical systems are more interconnected
than ever to the grid. Police, firefighters, and other emergency workers
need access to fuel. Because many of these public services rely on the
electricity grid, resilience of the power and fuel sector against climate
change is crucial to future adaptation design.

CLIMATE RISK AND THE ENERGY TRANSITION

Addressing climate change means today’s energy system needs to tran-
sition to lower or near-zero carbon emissions. This transition could be
designed in a manner that improves the energy system’s resilience to
worsening climatic events.

The U.S. electricity grid is evolving from a twentieth-century,
fossil fuel-based, one-way supply chain to a new, interactive, twenty-
first-century smart grid characterized by low-carbon distributed stor-
age. This new system includes a high proportion of variable renewables
such as solar and wind that are harder to dispatch without electricity
storage because the highest availability of wind and solar energy does
not always match peak demand, which tends to be highest in the early
evening. To capture this energy, it could be possible to use an electric
car’s battery as storage via vehicle-to-grid technology, use bulk electric
storage or distributed generation, or better manage demand.”

New emerging digital technologies entering the transport sector,
such as electrification, automation, and share mobility, are linking
transport to the electric sector in new ways. Artificial intelligence
technologies are being adapted to enable autonomous, connected
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Figure 2. EXAMPLES OF CRITICAL INFRASTRUCTURE
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vehicles with the promise of reducing traffic congestion and improv-
ing safety.”® As influential markets transition to lower-carbon targets,
new types of vehicles and fuels, including biofuels and both plug-in
and hydrogen fuel cell-operated electric vehicles (EVs), will likely be
widely adopted by mid-century."

The transport sector will depend increasingly on the evolving elec-
tric grid, through EV charging, power-to-gas, and power-to-liquid
technologies, wherein excess renewable solar or wind power could be
used to charge battery EVs or make electrolytic hydrogen, which could
be used directly in fuel cell vehicles or as a feedstock for making trans-
portation fuels. Widespread use of new lower-carbon transport fuels
will require different infrastructure strategies. This could mean using
or adapting existing infrastructure: implementing smart EV charging
technologies into the grid, developing “drop-in” biofuels such as bio-
diesel or renewable methane that can use existing fuel pipelines and
storage, or even blending modest fractions of hydrogen into the natu-
ral gas grid. Eventually, the transformation could require building new
dedicated infrastructure for zero-carbon hydrogen or biofuels.

A future near-zero-carbon energy system could also require new
infrastructure for carbon management, including carbon capture via
chemical processing or atmospheric capture, and carbon sequestration
(via CO, pipelines and underground geological storage).

Generally speaking, renewable energy is geographically more
diverse, reducing the chances of a high proportion of supplies being cut
off at once. Solar energy is also easier to restore or replace than ther-
mal power stations or nuclear plants. By contrast, much of the U.S.
oil refining and distribution system is concentrated in certain parts of
the United States that are highly vulnerable to disruption by extreme
weather events.’s While it could seem like a transition to electric vehi-
cles could increase vulnerability of passenger travel to electric power
outages, in fact, electricity is also essential at almost every stage of the
gasoline fuel distribution system. Electricity is needed in refinery oper-
ations and for pumping gasoline into delivery trucks from distribution
terminals. Retail gasoline pumps also need electricity to operate. Refin-
eries and fuel distribution systems, such as pipelines and terminals, are
difficult to repair if they suffer physical damage in a storm, sometimes
taking months or even years to restore. Several refineries damaged in
Hurricane Rita, for example, took over six months to bring back online.
Pipelines disrupted by floods can be similarly time consuming to repair.
EV chargers could be easier and faster to restore or replace when dam-
aged. EVs can also be charged at home once electricity is back online.
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After multiple hurricanes slammed into South Florida in 2004 and
2005, residents were left not only without electricity but also without
access to gasoline. In October 2005, Hurricane Wilma caused wide-
spread power outages and forced hundreds of gas stations to close.
According to alegislative staff analysis of the bill that became the Florida
Alternative Power Source Law, service plazas on a portion of the Flor-
ida Turnpike experienced traffic backups of more than five miles, with
motorists waiting in line between three and five hours to buy gasoline.

In 2006, Florida lawmakers enacted the law, requiring filling sta-
tions within half a mile of an evacuation route or interstate highway to
install transfer switches that allow them to switch to generator power in
case of an emergency so they can keep pumping gas. Large oil compa-
nies with more than ten stations in one county—such as ExxonMobil
and Shell—are required to have portable generators available within
twenty-four hours. (Louisiana enacted a similar law in 2007.)

Installing the switch is required by law, but it is up to the store
owner to supply a generator. Some small station owners buy genera-
tors as a form of insurance. A spokeswoman for ExxonMobil told the
Palm Beach Post that their generators are kept in “strategic locations”
but was unable to say where they are and how long it could take for a
generator to be transported to a station. Shell-branded stations plan
to be able to receive a generator in affected locations within twenty-
four hours after a disaster.'®

InOctober2013,New York Governor Andrew M. Cuomo announced
that 258 gas stations in the downstate New York area were in the process
of installing backup power capacity. He had recently signed a law estab-
lishing the strongest protections in the nation to ensure that critical gas
stations have backup power capacity, making it possible to avoid long
lines and restore normalcy as quickly as possible after a major storm
or other disaster. One of the hardest lessons learned during Hurricane
Sandy, he said, was making sure that the gasoline disruptions caused by
power outages do not happen again.””

These laws should help ensure that gasoline will be available even if
the power goes out, but hurricanes can impede every stage of the fuel
supply chain, from oil pumping to pipelines to refineries and retail gas
stations. Stations could have electricity but still run out of gas.

Fuel availability briefly became a problem in Floridain 2005 because
of a power outage at Fort Lauderdale’s Port Everglades, the entry point
for South Florida’s fuel supply. Once that was resolved, tanker trucks
were able to fill up and deliver gasoline to stations. To avoid this situa-
tion in the future, the 2006 Florida law requires motor fuel terminals
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and wholesalers that supply fuel to retailers to be able to operate their
fuel distribution systems on an alternative generated power source for
at least seventy-two hours. The alternative power source should be
ready to operate within thirty-six hours of a major disaster.”®

In September 2017, Texas motorists faced a more serious fuel supply
disruption after Hurricane Harvey ravaged the region’s energy distri-
bution network, disrupting refineries and pipeline routes as well as
power. Many fuel stations flooded, and stations that remained dry ran
out of gasoline. Lines formed around gas stations in Austin, Dallas,
San Antonio, and other Texan cities, causing dozens of locations to
shut down temporarily as they awaited new supplies. Along the Gulf
Coast, ten refineries in Louisiana and Texas remained closed, creating
a bottleneck to process available stockpiles of crude oil. Energy pro-
viders, meanwhile, took extraordinary measures to reroute supplies to
the region after the storm knocked out nearly 30 percent of the nation’s
refining capacity, according to the U.S. Department of Energy."”

Recovery turned out to be easier for EV owners after Hurricane
Sandy in November 2012. In the aftermath of that storm, the New
York Times found that many EV drivers in New Jersey were able to
find charging stations in unaffected areas where power supplies had
not been knocked out by the storm or were restored more quickly. In
contrast, residents with gasoline cars often could not find stations with
fuel, because the gasoline distribution system needs electricity not only
at the retail station but also at wholesale terminals where fuel delivery
trucks are filled.>

Micro-grids could be an ideal platform for charging EVs during
power outages.” This approach was used successfully during Sandy,
when micro-grids provided power to important sites: New York Univer-
sity’s micro-grid was able to disconnect from the main grid and provide
reliable electricity to the campus. Princeton University’s micro-grid
powered its campus for three days when electricity was unavailable.

In an online forum of EV drivers, many considered a home solar
photovoltaic rooftop array with a storage battery pack to be the best
insurance against power failures, allowing EV charging at home. They
agreed that keeping a car’s energy storage full is a good idea, whether
it is a gasoline tank or a battery pack. A full tank of gas could get a
person out of the path of the storm, and with higher-range EVs, so
could a full charge.
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ADAPTATION STRATEGIES

Adaptation strategies currently focus on managing and hardening the
existing system to withstand climatic events. Many measures have been
identified to help improve resilience of the existing energy system and
avoid damages. Theseinclude data collection and analysis and use of new
energy technologies to adapt to new weather risks.”> According to the
Fourth National Climate Assessment, specific actions include building
and strengthening levees and floodwalls; burying power lines under-
ground; increasing renewable energy that requires less water; deploy-
ing energy storage and micro-grid infrastructure, including demand
response and islanding capabilities; improving storm readiness; and
advanced planning, including securing emerging fuel supplies.”

In upgrading the energy system, two far-reaching goals should be
addressed as part of new capital investments. First, climate change—
integrated assessments show that it is imperative to transition to a new
near-zero-carbon energy system within the next few decades, to slow
the acceleration of climate change and to stabilize the concentration of
atmospheric carbon.

Second, this new energy system should be designed to be inherently
resilient to the worsening climate changes expected to come later this
century, even with strong measures to cut emissions. Under the Donald
J. Trump administration, the U.S. federal government has backed away
from global climate agreements. But climate policy and action continue
to be implemented at the subnational level, led by city and state govern-
ments, regional coalitions, organizations such as the Carbon Neutral
Cities Alliance, and some industries. Goals for decarbonization and
sustainability in various cities range from 8o to 100 percent decarbon-
ization by 2050.¢

Because energy infrastructure is long lived, decisions made now
could have consequences lasting many decades. These choices need to
be made despite uncertainty about technology, policy, and local effects
of climate change. Questions abound about how to build a clean energy
system over the next few decades and whether those systems will be
more or less resilient in extreme weather events.

Clean, resilient energy systems could take many forms, depending
on regional conditions and resources. For example, New York City has
developed ambitious plans that include clean energy, climate resilience,
and equity.” In the years following Hurricane Sandy, New York City’s
local utility Con Edison has focused on incorporating resilience as well
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as protective or hardening measures and predictive capabilities. New
York City plans to cut greenhouse gas emissions by 8o percent by 2050.
Its decarbonization efforts are focused on energy efhciency in build-
ings, a low-carbon grid, and more efficient transport (transport plays a
smaller role than building efficiency). New York is looking at the poten-
tial for buildings to serve as virtual power plants that aggregate rooftop
solar, electric cars, and building-level battery storage in ways that can
deploy excess capacity to the wider grid and be more resilient to severe
weather events and quicker to restore.

Decentralized energy production could provide more resilience in
extreme weather events when a centralized power plant or transmis-
sion line is damaged. Geographically diverse renewable energy means
the level of interruption could prove more limited, but solar panels and
battery storage infrastructure could require more frequent replace-
ment than traditional thermal plants, increasing costs. Ultimately, no
single option will work for the entire United States.

Nuclear power remains a major carbon-free energy source in the
United States. According to the International Atomic Energy Agency,
“nuclear power plants produce virtually no greenhouse gas emissions
or air pollutants during their operation and only low emissions over
their full life cycle.”® But nuclear power faces its own climate risk chal-
lenges. Potential consequences include reduced efhiciency due to rising
air and water temperatures, as well as power plant curtailment or shut-
down under conditions of high heat and water scarcity. An increase of
one degree Celsius in monthly average ambient temperature due to cli-
mate change could reduce the power capacity of the European nuclear
fleet by 0.7 to 2.3 percent.” Like other energy facilities, nuclear power
plants are vulnerable to damage during extreme weather events such
as severe storms, wildfires, and floods.?® In the wake of the Fukushima
disaster, efforts were taken in the United States to harden nuclear plants
to withstand catastrophic natural events.»

CONCLUSION

The average annual number of billion-dollar events in the United States
has increased fourfold since the 1980s, and damage costs have grown
by a factor of almost three and are projected to worsen.® At the same
time, the United States has a pressing need to increase its infrastruc-
ture spending to improve water, energy, electricity, and transportation
networks. As policymakers debate how to best spend federal dollars on
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infrastructure repair and upgrading, they need to consider the synergy
between improving infrastructure resiliency to extreme climatic events
and the transition to lower-carbon energy. Spending on adaptation and
resiliency and low-carbon energy transitions can overlap via new tech-
nologies, such as smaller, distributed electricity grids and phone-hailed
ride-sharing vans that Hawaii and New York are already testing. One
interesting option is virtual power plants that aggregate power from
rooftop solar panels, electric cars, and building-level battery storage
and deploy the excess capacity to the wider grid.

Paying for climate damages could threaten funding for the transition
torenewable energy and other low-carbon measures by creating compet-
ing requirements for public and private capital. Navigating and financing
a clean energy transition in the face of growing climate disruption will
require creative options from policymakers and businesses.* Innovative
public-private structures will need to be considered in finding options for
climate adaptation for the U.S. energy system.
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U.S. CLIMATE RISK AND
FINANCIAL MARKETS

Paul A. Griffin and Amy Myers Jaffe

Climate change poses serious and multiple risks and financial challenges
to energy firms that could impede their continued access to U.S. capital
markets. Climate-related physical disruptions or damages to facilities
and operations from extreme weather can significantly affect future net
corporate cash flows, as can rising ongoing costs for adaptation and mit-
igation of climate-related vulnerabilities. Another kind of climate risk
faced by energy companiesis transition risk. Transition risk includes risks
that come from new regulatory restrictions, which could raise operating
costs or inhibit the sale or use of carbon-intensive products by imposing
higher-than-anticipated carbon emission penalties or taxes. In a carbon-
constrained world, transition risk originates from new sources of energy
and energy-efhciency equipment that could become cheaper and thereby
strand carbon-intensive assets as they become nonperforming or obso-
lete. They also emerge when countries and large states such as California
and New York transition to low-carbon-emissions economies.' These
transition risks could harm firm value over time or all at once. Moreover,
courts have exposed some energy firms to potentially large payments
from climate-related legal challenges for harm or disclosure failure.*
These looming financial risks related to climate change for energy
firms already have hit several energy companies, including coal firms
and certain utilities whose stocks and bonds have suffered large deval-
uations related to climate-related events or trends. Climate risks
can also affect energy firms’ stock performance and access to credit
markets when physical disruptions or severe damage to facilities and
operations from extreme weather create legal liabilities or cash-flow
problems that could be hard or even impossible for a company to over-
come. And they could lead to market failure if investors begin to with-
draw funding for a larger number of energy stocks prematurely. One
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perilous consequence: real-time energy shortages could result from
any inability of energy firms to finance ongoing investment needed
to maintain adequate and secure electrical grids and fuel supplies.
Sudden drops in stock and bond prices of even a few U.S. energy busi-
nesses could create severe financial problems at these energy firms,
forcing them to interrupt their ongoing sales of energy to consumers
in particular locations. For example, electricity supplies have already
been interrupted in Northern California after its main utility PG&E
Corporation declared bankruptcy in light of potential liabilities cre-
ated by its inattention to rising risks of climate-related wildfires from
faulty equipment in its operating locations.3 More such energy secu-
rity problems could emerge if unexpected changes in energy company
valuations—which are based on expectations of the businesses’ cash
flows and market worth of assets—take place rapidly, instead of over
decades as markets currently assume.

At present, investors underestimate the physical and transition bur-
dens that climate change creates for firms. This bias, which stems from
many factors, could lead to substantial investor losses and spread to
other parts of the financial sector, such as markets for insurance, debt,
and energy commodities. Elected officials and regulators need to study
this problem more carefully and consider what additional regulatory
oversight is needed. The Bank of Canada, Bank of England, European
Central Bank, Norwegian Government Pension Fund Global, and,
most recently, a commissioner from the U.S. Commodity Futures
Trading Commission have all warned of potential financial systemic
risks.* Better policies regarding the evaluation and disclosure of corpo-
rate climate risk for energy firms are needed.
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CLIMATE RISK

Climate change can impair corporate valuations in two ways: through
physical risk, when a company faces high costs for adaptation, inno-
vation, and mitigation in response to future climate-related events,
and through regulatory and policy uncertainty, also known as energy
transition risk.

Rising temperatures and sea levels caused by human-made emis-
sions are increasing the probability of physical risks—that is, events
affecting companies’ assets and operations.’ These physical factors
linked to climate change can influence the amount, uncertainty, and
timing of companies’ future net cash flows. Investors are underesti-
mating these harms and the risk of large potential losses for holders of
those stocks and bonds. The location of energy firms and the nature
of their operations can influence the extent to which investors con-
sider climate change as a risk factor. The amount of publicly available
information about the firm and the local, social, and political norms
affecting managerial decision-making can also influence whether
climate change risk is properly reflected in stock prices. In addition,
energy firms’ operations are not as geographically diversified against
physical climate risks as the lofty stock valuations and favorable
credit risk ratings imply. In the United States, a concentration of cer-
tain energy facilities near vulnerable coastlines or in wildfire-prone
regions raises the possibility that sudden climate-related events can
cause rapid, unexpected changes in valuations, as seen with the bank-
ruptcy of PG&E.

The effect of extreme heat episodes on stock returns has been con-
sistent with the underpricing of physical risks.® National Oceanic and
Atmospheric Administration (NOA A) data on the frequency, duration,
and cost of extreme heat episodes suggests a reduction in stock returns
and an increase in stock return fluctuations.” Investors fail to ratio-
nally anticipate the increased likelihood and severity of future extreme
weather events. Financial analysts also incorporate only part of the
shock of extreme weather events into their earnings forecasts.® These
studies support the possibility that physical climate risk is underpriced
in the stock market.

The second kind of risk is energy transition risk. It stems from
the uncertainty surrounding agreements, rules, and regulations that
address transitioning to a low- or net-zero-carbon economy, such as
the 2015 UN Climate Change Conference, also known as the twenty-
first Conference of the Parties (COP21); national policies such as
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carbon taxes; and local regulations such as the California Global
Warming Solutions Act of 2006. There is also a retrospective reg-
ulatory risk, including penalties payable to the U.S. Securities and
Exchange Commission (SEC) for incomplete disclosure or court-
ordered damages, such as compensation to litigants.

The stock prices of large U.S. energy companies may not reflect
the full risk of carbon-intensive assets becoming stranded as a result
of a transition to cleaner energy.® For now, investors and credit
analysts generally speaking do not think the stranding of carbon-
intensive energy assets is relevant to their calculations because they
believe this possibility of underperformance or obsolescence will
come after the shorter time frames typically under analysis."> How-
ever, this sanguine view ignores the risk of sudden changes in valua-
tions based on the passage of new state or federal legislation that could
alter the cash-flow expectations of the businesses. It also ignores the
fact that unanticipated court decisions could similarly create sudden
legal liabilities for corporations. To date, plaintiffs have been using
various legal strategies to claim harm from firms’ manufacturing
and marketing of products or services known to contribute to rising
temperatures and sea levels. Litigants also claim harm based on other
avoidable damages or adaptation costs from the consequences of
climate change, such as extreme weather or flooding." Some fossil
fuel companies are being investigated for securities fraud under the
Martin Act for allegedly mischaracterizing the results of internal
research and knowledge on climate change to purposely obscure to
investors and the public risks to firm cash flows.” These legal cases
add to the climate-related financial risks facing firms.

Evidence that investors and credit analysts have failed to recog-
nize how passage of new regulations or unanticipated court cases
can harm stock and bond valuations comes from financial losses that
investors in coal firms have already experienced. Shifts back and forth
in anticipated regulations affecting the U.S. coal industry, combined
with rising competition from cheap, abundant lower-carbon energy
sources such as natural gas and renewable energy, have contributed to
the rapid loss of value for coal firms. The market capitalization of U.S.
coal firms has already fallen precipitously by over 8o percent over the
last eight years, creating large unanticipated losses for investors.’
In addition to coal firms losing access to capital through the loss in
stock valuation of their firms, over twenty banks have announced that
they will no longer finance coal power firms or new coal mine proj-
ects, under pressure from climate activists. Yet coal still represents
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27 percent of the energy sources for electricity production in the
United States."* In energy security terms, it could prove problematic
if investors shun coal completely even though many consumers still
need it. Multiple U.S. coal firms have declared bankruptcy in the last
few years.'s This rapid decapitalization of U.S. coal firms runs the risk
that such firms will not be able to meet the demand for their prod-
ucts in more immediate time frames when electricity from coal plants
is still being used and before new generation facilities using lower-
carbon energy sources can be built. In thelong run, lingering advanced
economies’ requirements for coal could be shifted to state-financed
foreign mines with higher geopolitical risk of cutoff.

One option for investors to more accurately price transition risk is
to view energy transition risk as an exercise in valuing the firm’s future
atmospheric CO, emissions as an off-balance-sheet liability (a finan-
cial obligation that is not recorded on the company’s official financial
ledger).”® For such a quantitative measure of transition risk, proper
analysis should appropriately discount the additional financial ramifi-
cations that could ensue for each ton of reduced CO, emissions at all
future points in time and across all possible outcomes. Priced correctly,
this liability would decrease if an individual firm takes concrete actions
to lower the greenhouse gas emissions linked to its operations and
sales products and thereby reduce its exposure to higher future carbon
taxes or restrictions. But firms that do not take actions to reduce their
emissions would see a higher risk from tighter carbon restrictions in
the future in the case where governments are forced to issue greater
restrictions and penalties on carbon emissions down the road as the
consequences of climate change worsen.

The optimal carbon price for a smooth, low-cost transition, how-
ever, is under intense debate. Absent scientific consensus, investors are
uncertain how to measure the costs to firms of future required reduc-
tions in emissions. Technological changes or discoveries that could
lower the costs of carbon reduction over time are also hard to assess. To
date, empirical estimates of the implied average cost of carbon found on
the stock market today as an off-balance-sheet liability are lower than
some scientific estimates for the level of carbon pricing needed.” Sci-
entists argue that the longer it takes to price CO, accurately, the more
costly and politically difficult it could be to do so.”® More carbon will
have accumulated in the atmosphere, requiring larger, faster, and cost-
lier reductions in emissions in the future.

Climate change regulatory uncertainty can contribute to systemic
risk to U.S. financial markets as a whole." Bank and investment fund
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losses from falling stock or bond prices in climate policy-relevant
sectors, including insurers of energy companies and utilities, could
destabilize the entire financial system if they happen rapidly. Regula-
tors also should worry that climate-related financial losses, including
court-ordered penalties or liabilities, could cause defaults in corpo-
rate and municipal debt markets through uncertainty in counterparty
obligations—that is, the risk that one of the parties involved in a
transaction could be forced to default if a change in market conditions
leaves it unable to pay back aloan or another financial agreement. The
same counterparty risk applies to the minimum capital requirements
of the U.S. Federal Reserve for banks and other financial institutions
as lenders if affected entities, such as energy companies and munic-
ipalities, cannot meet their loan obligations. For the world’s largest
investment fund, BlackRock, this kind of counterparty risk exposure
approximates $1.4 trillion.>

The sobering case of PG&E is emblematic of these various kinds
of climate risks that can bring unexpected losses for investors and
interrupt energy supplies. First, PG&E’s apparent inattention to the
physical risks it faced from rising climate-related risk of wildfires in
its operating locations caused investors in its stocks and bonds to
suffer large losses. California’s courts could possibly rule that PG&E
is strictly liable for tens of billions of dollars in wildfire damages under
inverse condemnation, a legal principle that the company can be held
fully responsible because its operations destroyed life and property
while performing its public function.” These potential legal liabil-
ities and the firm’s related subsequent bankruptcy declaration have
virtually eliminated the company’s access to private capital markets.
This has created energy security problems for Northern California.
Because of PG&E’s financial problems, it is denying energy to certain
service areas temporarily when fire risk is high. PG&E announced it
will turn off electricity for customers when heat-wave and wind con-
ditions raise the risk that an equipment failure could cause a fire,* as
aninterim step to addressits lack of access to financing to make neces-
sary repairs and upgrades to its equipment. PG&E’s bankruptcy also
threatens future energy supply for Northern California because the
firm likely cannot pay for existing contracts for ongoing renewable
energy projects in the state. The state of California was also counting
on PG&E to build electric car charging stations and to achieve 100
percent renewable energy generation for its electric grid.»

Second, in an example of how PG&E’s inattention to climate risk
is going beyond its balance sheet issues, its massive liabilities threaten
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the continued functioning of California’s insurance market.>* In July
2018, the California state legislature passed a bill establishing a $20
billion fund to pay for wildfire liabilities faced by the state’s utilities.
Butitis not clear if the plan, which includes retail rate increases aimed
to bring PG&E out of bankruptcy, will be sufficient to address both
the existing liabilities and the future risks. PG&E has stated that the
inspections, repairs, and upgrades needed to make its infrastructure
and operations safe to California residents could cost as much as $75
billion to $150 billion.

EXPLANATIONS OF CLIMATE RISK UNDERPRICING

Several sources provide information on how climate change could
affect company cash flows. But constraints and frictions on informa-
tion production, inadequate disclosure rules, and investor inattention
provide some explanation for why climate risk remains under-assessed.
One problem is that investors may not have access to fully accurate
information. There is mandatory and voluntary reporting, including
disclosures on how companies intend to comply with COP21 guide-
lines. As recent litigation has exposed, internal company documents
can be another source of information.*® Although these kinds of cli-
mate change information mean climate risk information is not in short
supply, the information companies provide to investors, creditors, and
customers could still be insufficient to prevent biased or faulty anal-
ysis that downplays possible risks. For example, some analysts argue
that corporate disclosures are improperly downplaying the high risk
that oil reserves could drop in value if governments severely restrict
fossil fuel use, often referred to as stranded-asset risk.” Indeed, stud-
ies indicate stranded-asset risk could be not yet fully priced into fossil-
fuel-firm market values.*®

Firms maintain that plans to address transition by selling assets
the firms think could lose value over time are too sensitive for public
disclosure because revealing this information in advance could harm
the eventual value of the asset or enterprise. This failure to disclose
internal knowledge regarding problematic assets means energy com-
pany stock prices could reflect overestimation of firm value. Some
lower courts have upheld energy firms’ right to restrict disclosure of
confidential information, and the SEC can only subpoena internal
documents as part of a formal enforcement action. But legal prece-
dents could change. Recently, the U.S. Supreme Court ruled in favor
of discovery by plaintiff Maura Healey of documents dating back to
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January 1, 1976, relating to ExxonMobil’s possible knowledge about
climate change and global warming.»

Climate science studies contribute to closing some of these infor-
mational deficits, but that kind of information is harder for investors
to apply to specific company holdings and activities. Prices of con-
tracts for transferring climate risk to others through derivatives and
insurance markets also provide some aggregated information.* Some
investors rely on climate disclosure advocacy groups, such as CDP
Worldwide and Ceres, to glean additional information. They also tap
reports from analysts and research organizations, including MSCI
ratings, credit rating agencies, and proprietary datasets, but the per-
sistence of underpricing of risk indicates that different kinds of data
are needed. These nongovernmental organizations’ actions to promote
additional firm-level data have produced somewhat more information,
including two-degree-scenario analyses by some fossil fuel firms. But
most firms limit their climate risk disclosures to boilerplate language,
which is insufficient for regulators, policymakers, and investors to ade-
quately assess potential financial risks.

Climate risk prediction markets could provide better aggregated
information for investors and add additional transparency to how
market participants price the probability of scientific projections,
such as future sea-level rise or heat-wave incidence. Such tradable risk
instruments, moreover, could be useful for hedging and insurance pur-
poses. These markets could add transparency by allowing participants
to value accurately the best available scientific data on climate change
effects, such as rising sea levels and temperatures

Climate risk underpricing could also result from investor inatten-
tion. This phenomenon can increase the propensity for herding or an
information cascade, wherein market participants follow an observ-
able trend instead of seeking more accurate information or trusting
their own knowledge.** When some investors have private knowledge
of the accurate degree of climate risk but fail to trade on that informa-
tion (that is, reflect it in market prices), a cascade can be created and
later triggered by an unblocking event. For example, investors could
fail to fully price the effects of stranded-asset risk—a clear and signifi-
cant risk, according to climate scientists and policy experts—until the
occurrence of an event that they can no longer ignore, such as a stricter,
credible global agreement committing all countries to limit fossil fuel
production. Investor inattention could also be the result of the sheer
volume of climate risk information, because information overload can
lead analysts to delay including that information in earnings forecasts.
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When assessing energy transition-related risks, investors’ existing
underpricing of risks could be based on the idea that regulation is cur-
rently weak. This could prove to be faulty logic if more stringent reg-
ulations with greater effects on company earnings arise in the future.
This timing factor makes it trickier for investors to price or hedge the
risk. One example is the green paradox: the risk that a high likelihood
of a future tax or restriction on carbon will encourage firms to protect
profits by accelerating production ahead of the tax and thereby increase
company emissions in the short run.3+

Another reason why investors tend not to worry: they assume a
long-tail risk such as climate change means businesses’ prospective
cash-flow declines would occur in the distant future, whether those
effects on cash flow involve physical damage to assets from weather and
sea-level rise or a loss of future market share for high-carbon products.
This implies a trade-off between the high value of the firm’s assets,
products, and services from today’s cash flows and a potentially much
lower value in the distant future. When managers have shorter-run
incentives, they will discount long-run cash flows at a much higher
rate. In effect, they ignore the harm of distant future outcomes, leav-
ing future risks beyond twenty years largely unpriced or unmanaged.*
Economists have debated a long-run discount rate for future climate
assessment fervently but without much agreement. Such rates are sub-
ject to widely varying assumptions about the trade-offs of economic
activity that produces higher cumulative carbon emissions now versus
higher reductions of greenhouse gases in the future.’* However, as the
case of PG&E and U.S. coal firms has already shown, investor losses
can be more immediate than commonly assumed.

CONCLUSION

Investors are underestimating climate risk from both the physical and
transition burdens that it could create for firms. This bias, stemming
from many complex factors, is creating financial risks that could affect
reliability of energy supply, lead to substantial investor losses, and
spread systemic failure to other parts of the financial sector such as
markets for insurance, debt, and energy commodities. Sudden sharp
drops in stock and bond prices of a small handful of U.S. energy busi-
nesses over the last few years have curtailed the energy supply for
consumers of specific geographic locations, and created substantial
investor losses. Some investment firms are starting to recognize that
prices have not been fully discounted for climate risk. In some cases,
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they are building portfolios of stocks with low-carbon risk that they
hope will yield returns superior to a comparative broader index such
as the S&P 5004 But government regulators are not doing enough to
mitigate the possibility that risks could cascade through U.S. financial
and energy commodity markets.

Finding the right level of disclosure to reduce the risks of biased and
faulty information has so far proven elusive. Detailed information on
corporate strategies and investment plans is largely unavailable, in part
because disclosing such information can create competitive disadvan-
tages and increase litigation exposure. Companies fear that increased
recognition of climate risk as a valuation factor will prompt onerous
regulation, so disclosure statements tend to stick with legal boilerplate
thatis vague and uninstructive. Additional regulation is necessary given
the harm that can come from energy supply outages caused by sudden
losses in financial solvency of energy firms. The SEC should revisit its
almost ten-year-old guidance statement on the topic to address new
concerns.® Congress, the U.S. Commodity Futures and Exchange
Commission, and state governments should also consider which indi-
vidual company disclosures are needed to assess whether climate risk
in financial markets represents a major threat to localized or national
energy supply, the proper functioning of energy commodity and insur-
ance markets, and the stability of financial markets.
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A CLEAR AND
PRESENT DANGER
Climate Risks,

the Energy System, and
U.S. National Security

Joshua Busby

In August 2017, Hurricane Harvey dumped more than forty inches of
rain on the Houston area in four days, as high as sixty inches in some
places.' Three hundred thousand Texans lost power, and the effects
cascaded to critical infrastructure, including hospitals, wastewater
treatment plants, and refineries. Like Hurricanes Katrina and Rita
in 2005, Harvey shut down refineries and oil production in the Gulf
of Mexico, which account for some 11 percent of total U.S. refining
capacity and a quarter of oil production. In Harvey’s wake, fears of
shortages led to a spike in gas prices through the South and the coun-
try.? The country barely had time to come to grips with the effects of
Harvey when Hurricane Irma buffeted Florida and knocked out two-
thirds of the power supply to Floridians in early September. For both
storms, the Coast Guard and the National Guard, along with other
military assets, were activated in the tens of thousands to provide
emergency relief.*

Days later, a third storm would stretch and test an overburdened
disaster-response system further. In mid-September, Hurricane Maria
destroyed the power grid on the island of Puerto Rico, leaving much of
the U.S. territory in darkness for months on end. It took eleven months
for power to be fully restored to 1.5 million customers, making the black-
out the lengthiest in American history.s One of the tasks U.S. civilian
and military responders faced in the immediate wake of the storm was
to try to restore power, particularly to critical locations such as ports,
airports, and hospitals.® Intermittent and incomplete power service
were part of the reason nearly three thousand Puerto Rican Americans
died in the wake of the storm, faced with increased exposure to searing
heat and rainfall as well as the lack of power for medical equipment.”
The island experienced more crime in the wake of the storm, including
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an increase in murders and theft of generators, with police finding it
more difhicult to patrol in areas experiencing power outages.®

A 2013 study for the U.S. Department of Energy warned of a vari-
ety of climate effects on the energy system, including thermal power
plant vulnerability to droughts and high temperatures; vulnerability
of coastal infrastructure, including cities, refineries, electricity grids,
and pipelines, to storms; oil and gas vulnerability to declining water
availability; effects of changing water availability on renewable energy
systems, particularly hydropower; risks to energy transmission and
distribution from high temperatures and wildfires; disrupted barge
and rail traffic due to drought and flooding; and changes to the Arctic,
including the effects of melting permafrost on infrastructure.® Other
effects, such as power outages, were observed in 2018 during the polar
vortex, when spikes in demand led to gas-plant fuel shortages in some
parts of the country and ice-clogged cool water intakes at nuclear power
plants in New Jersey and Delaware, forcing them offline."

These outages and effects cause economic damage and disrupt the
lives of Americans, but the consequences can also rise to the level of a
U.S. national security concern. Climate consequences for the energy
sector could constitute national security threats through a variety of
pathways. Policymakers should take these concerns seriously and pre-
pare for these risks.

CLIMATE CHANGE AND NATIONAL SECURITY

Distinctions are often made between direct threats to the homeland
and indirect threats to a country’s national interests coming from cli-
mate change." Here, the focus is on direct threats to the homeland. The
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limited classic study of national security involves external attacks by
armed foreign adversaries, namely nation-states. That does not leave
room for nonstate actors, nor does it create space for threats that could
rise to the level of security consequences but not be carried out on pur-
pose by human agents.

It is tempting to see any harms to the military as national secu-
rity threats, which narrows the risks to the most important institu-
tion charged to protect countries from threats. The U.S. Department
of Defense (DOD) has carried out a number of studies to assess the
vulnerability of bases to climate harms and the ways in which climate
change could shape military missions, operations, and training. A
specific inventory now exists of the extent of risks to military instal-
lations; nearly half of some 3,500 installations, according to a 2018
congressionally mandated report, faced some sort of climate hazard
exposure.” An accounting of particular risks to seventy-nine critical
military installations was undertaken as part of arecent 2019 congres-
sionally mandated study.” Some bases, such as those in Norfolk, Vir-
ginia, face flood risks. Given sea-level rise, they could have to make
multibillion-dollar investments to remain viable. Others are subject
to extreme weather events and wind, as Tyndall Air Force base expe-
rienced during Hurricane Michael. Still others face risks of drought
and high temperatures that pose fire risks, which could preclude live
ammunition training. Other installations, notably those in Alaska,
face risks from melting permafrost and coastal erosion that are desta-
bilizing structures, including major radar stations.

However, these installations depend on the wider civilian commu-
nities in which they are embedded, particularly because they rely on
civilian electricity grids for power. Analyses are needed that expand on
the threats to civilian energy systems and what they mean for the U.S.
military. These extended threats to U.S. military installations at home
and abroad constitute national security threats by virtue of their impor-
tance to force preparedness and deployment, but they are not the full
extent of threats.

Focusing on what climate change means for just the U.S. military
excludes severe harms to the nation, such as pandemic disease, that
in the modern era are considered national security threats. In con-
sidering what makes pandemic diseases and climate change secu-
rity threats, the first factor is the severity of harms to the country.
A second dimension is the speed with which they potentially occur,
giving the country too little time to minimize harmful consequences.
National security has historically been defined as existential threats
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to the government, but expansive concepts, such as human security,
emphasize the threats to individual well-being. The potential for
large-scale loss of life from exposure to climate hazards and their
aftermath constitutes a security risk in its own right. The destruction
and disruption could also rise to the level of security threats if they
significantly diminish or challenge the country’s way of life or the way
of life of a sizable proportion of the country.

A number of harmful potential results of climate risks could rise to
a national security threat. First, the deaths of large numbers of citizens
would constitute unnecessary and unacceptable human suffering in
democratic societies, whose mission is to serve the people.

Second, extreme climate risks would expose the political leadership
to legitimacy deficits that could undermine their ability to govern and
cause them to lose support from important constituencies. In nondem-
ocratic contexts, failure to respond to severe weather events can consti-
tute threats to the regime leadership and their continued rule.'* In the
United States, the political fallout in the wake of Hurricane Katrina
was encapsulated by musician Kanye West’s remark that “George Bush
does not care about black people.”s President Donald |. Trump was
praised for overseeing effective responses to Hurricanes Harvey and
Irma, but his response to Puerto Rico in the wake of Hurricane Maria
was harshly criticized.

Third, extreme weather events increasingly require military mobi-
lization to prevent loss of life, deliver relief, reestablish order, restore
electricity, and make other critical infrastructure operational. The
opportunity costs that divert military assets, decision-makers, and
national security personnel from their other core missions thus con-
stitute security trade-offs. For example, a military unit’s assisting on
a climate-related humanitarian mission can affect readiness because
the deployed troops then need to be resettled and retrained upon their
return. Military mobilization for humanitarian response has been seen
not only with hurricanes but also in response to the wildfires that Cal-
ifornia experienced in 2018, the floods throughout Nebraska in 2019,
and other events.

Fourth, the damages from climate hazards impose unacceptable
costs when they damage civilian infrastructure. Hurricanes Harvey,
Irma, and Maria together were estimated to cause damages in excess
of $200 billion.” This is on par with the physical and economic damage
from the attacks of September 11, 2001.”7 Although the intention of the
attackers is part of the reason terrorism is a national security threat,
intentionality is not inherent to such threats. President Barack Obama
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committed billions of dollars and dispatched thousands of troops to
West Africa to fight the Ebola epidemic in 2014.* In doing so, he evoked
national security threats and the possible ripple effects on loss of life
and the global economy: “And if the outbreak is not stopped now, hun-
dreds of thousands of people could potentially become infected, with
profound political and economic and security implications for all of
us.” This was recognition that a disease could pose unacceptable costs
on the United States and the world. By the same token, if the damage
from the 2017 hurricanes had been exacted by a human agent such as
al-Qaeda, the United States would have been prepared to go to war.
Intentionality creates a perpetrator who can be held responsible, but
unintentional harms can be comparable in severity.

Fifth, although climate change may not be an existential challenge
for the entire United States, it is one for parts of the country. Small com-
munities have become uninhabitable due to sea-level rise, and Amer-
icans already have to be moved from parts of Alaska, Louisiana, and
other climate-vulnerable areas.*

Climate change effects have a human element that goes beyond the
energy sector. For example, Hurricane Irma knocked out the electric-
ity grid on the Caribbean island of Barbuda (not a U.S. possession),
which required the emergency evacuation of all 1,700 inhabitants.”
Other island communities, such as American Samoa, Guam, the
Northern Mariana Islands, Puerto Rico (again), Saipan, and the U.S.
Virgin Islands, could experience such knockout blows to the power
grid and wider infrastructure. Some of these places could eventually
be considered unlivable for all or a portion of their inhabitants, and
not just temporarily. As larger parts of the country become uninhab-
itable (in part because of damage to energy systems or temperatures
that render cooling systems vulnerable to persistent blackouts), the
human security consequences of these movements could become
larger national preoccupations.

THE PATHWAYS TO SECURITY CONSEQUENCES
INTHE ENERGY SECTOR

Climate change could create national security consequences through
its effects on the energy sector in many ways. In considering climate
change and national security, the cascading nature of energy disrup-
tions needs to be better understood. Traditional approaches to energy
security and cyber defense acknowledge these risks.
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Military Base and Wider Community Vulnerability

Military bases could find their own operations at risk from civilian
energy-sector vulnerabilities during climate-related emergencies. As the
2017 Quadrennial Defense Review noted, the “Department of Defense
(DOD) is the largest customer of the electric grid in the United States, a
system that is largely owned and operated by the private sector.”*’

For example, Camp Lejeune experienced power outages during Hur-
ricane Florence in 2018. Camp Lejeune had backup power from genera-
tors, but the base also had to house civilians who themselves lost power
and needed refuge. This shows how wider civilian vulnerabilities affect
military installations. Soldiers’ families are often housed in the local
community, so disruptions to civilian energy generation could matter for
base operations and have wider implications for the base. As the former
commander of Langley Air Force Base, retired General Ron Keys, noted,

Now I can build a moat, or a barrier around Langley Air
Force Base, but the problem is a lot of my people live in
Newport News, live in Hampton. A lot of my electricity
comes in from outside. My fuel comes in from outside.
So at some point we get to the point: “I've got to move to
higher ground.”*

The 2019 congressional study discussed vulnerabilities beyond the
electricity grid. Data servers could be subject to storm or temperature-
related outages, which could impair wider functionality of critical
national security decision-making and situational awareness around
the world. The Defense Logistics Agency reviewed cooling capacity
of its servers and moved some operations from flood-prone areas to
higher ground. It is unclear how exhaustively the 2018 or 2019 studies
considered the wider risks of community energy-sector disruptions for
bases. The DOD is aware of these risks and, aside from having backup
generators, has looked for opportunities to work with the private sector
on energy resilience. Given funding constraints, it is also open to new
options, such as using buildings as a backup energy source via micro-
grids and batteries.

Humanitarian Emergencies
The military could increasingly be called upon for domestic humani-

tarian response in the wake of climate emergencies. The international

A Clear and Present Danger

9]



60

dimensions are discussed in the 2019 study, but the domestic humani-
tarian piece is reduced to a paragraph because, as the report notes, the
Federal Emergency Management Agency (FEMA) and other civilian
agencies lead these operations and all anticipatory hazard planning.
FEMA'’s 2018 four-year strategic plan removed language about climate
change. Although the U.S. military continues to think about and pre-
pare for the threats of climate change in a limited way, wider security
consequences are being ignored or dealt with obliquely without explic-
itly mentioning climate change.” This security threat has two dimen-
sions: the risks of civilian death from exposure to climate hazards and
the need for military mobilization to prevent such losses.

Domestic Cascading Effects

The existing interrelationship of critical infrastructure systems could
lead to far greater damages to quality of life and the U.S. economy,
as damage in one area can have cascading effects on other sectors or
regions. These risks were documented in the Fourth National Climate
Assessment, which notes that “systems that depend on one another
are subject to new and often complex behaviors that do not emerge
when these systems are considered in isolation. These behaviors, in
turn, raise the prospect of unanticipated, and potentially catastrophic,
risks.”?¢ Cascading effects from climate change that have already taken
place include health challenges caused by flood waters and toxic releases
from Hurricane Harvey, looting during blackouts in New York City,
and erosion and permafrost thaw in Alaska, which has led to collapse
of bridges, buildings, and access to transportation routes. Tightly con-
nected supply chains for vital goods can also transmit problems from
one region of the world to others.

In the wake of September 11, Thomas Homer-Dixon, a scholar of
environmental security, warned of these consequences in his assess-
ment of terrorism and the concentration of value in urban areas where
human populations, economic and financial activity, electricity gen-
eration, information networks, and transport hubs are all located.”
Although interdependence has its virtues, such as just-in-time delivery,
tightly coupled networks are subject to cascading disruptions in the
same geographic domain and beyond.

A 2016 study from the U.S. Department of Energy noted that Hur-
ricane Sandy affected not only the electricity sector but also the trans-
port sector: the New Jersey Transit operations center that controlled
a variety of critical functions flooded.”® The 2017 Quadrennial Energy
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Review noted that Sandy also knocked out communications systems
that depend on electricity.”

Cascading effects occur not only geographically and functionally,
across regions and sectors (electricity to heating to hospitals, ports, air-
ports, sanitation, and so on), but also temporally. In 2017, three major
storms in succession overwhelmed FEMA'’s capacity to respond effec-
tively, which depleted resources and the capacity of the organization to
guide multiple ongoing emergencies at the same time. The U.S. mili-
tary hasa doctrine of being able to fight two major wars simultaneously.
Analogously, FEMA needs enhanced capacity to be able to address over-
lapping severe emergencies. The 2018 FEMA strategic plan, despite its
flaws, recognized the need for surge capacity and greater coordination
with other agencies.

The identification of cascading risks should go beyond swift-onset
disasters to more slow-moving processes, such as temperature, rain-
fall change, and changes in seasonality, that could make it impossible
to heat, cool, light, or move energy resources throughout a given area,
whether because of too little water in major hydroelectric dams, melting
permafrost that leads to damage to pipelines, persistent fire risks, sea-
level rise, or perennial flood risks that make electricity assets unusable.

International Cascading Effects

There could be additional cascading risks when U.S. energy mar-
kets are bound up with other countries—for example, using energy
resources that come from hydropower or fossil fuels from Canada
or other parts of the world. The U.S. transportation sector is moving
or could move toward electric vehicle scale-up backed by renewables,
but imported products such as solar panels and critical minerals could
be subject to supply disruptions if they are sourced from climate-
vulnerable areas in other parts of the world. Such disruptions have
already affected global supply chains and caused billions of dollars in
losses.>* Certainly, the risks to U.S. exports from vulnerable petro-
chemical complexes located along the Gulf Coast are large and could
have ripple effects on global markets.

CATEGORIZING HAZARD EVENTS
Differentiating between a run-of-the-mill extreme weather event and a

national security extreme weather event is challenging, given that even
smaller hazards often require some measure of military mobilization
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through the National Guard as part of an effective response. However,
a checklist of questions can be used to distinguish lower-level national
security risks from more extreme ones (see figure 1). The more yeses to
these questions, the higher the degree of concern that a single hazard
event or several in close succession would pose higher-level national
security risks. Thus, the most severe national security—climate—energy
system risk would be a series of climate hazard events that simultane-
ously threatened the energy systems of bases, communities near bases,
critical bases, and population centers; required military mobilization;
posed cascading risks for wider infrastructure; overextended the disas-
ter response system; and were interlinked with wider, overlapping cli-
mate hazards to international energy sources, markets, and grids.

ADDRESSING NATIONAL SECURITY RISKS

Policymakers have a number of options to address these risks.

First, Congress should direct the military to assess the full scope of
energy-sector risks from climate change to civilian communities where
it operates. (It is possible that it has, in the classified and extended ver-
sions of reports such asthe DOD 2019 report, but this would be a startif
such an assessment has not been carried out.?') This assessment should
cover at least the seventy-nine core facilities in the 2019 report.

Second, Congress should direct FEMA and other agencies to carry
out or update a similar risk map for urban centers, including but not
limited to energy-sector risks for extreme weather events and climate
change ** Congress should task FEMA and the Department of Defense
with responding to that risk map with an assessment of what the findings
could mean for the military. This could involve scenario development
to anticipate what climate disasters could mean for military mobiliza-
tion. The map should identify the locations most vulnerable to climate-
related humanitarian emergencies, with some breakdown by hazard
type. It should also include the extent of vulnerability in terms of popu-
lation and potential damages, with priority locations identified in terms
of the scope for large-scale loss of life, large-scale economic costs, and
potential for cascading consequences on financial markets or energy
prices in the rest of the country. These reports should be a move toward
a list of action items and cost estimates to reduce local vulnerabilities
through measures such as hardening investments, backup micro-grids,
battery storage, and other efforts. The work should cover risks that could
happen over the next decade or two, as longer time-horizons offered by
climate models are less useful for present-day planning. At the same
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Figure 1. NATIONAL SECURITY, CLIMATE, AND
ENERGY SECTOR HAZARD EVENT RANKING

Points
Question (out of 8)

Military bases and communities

1. Does a climate hazard pose a threat to military bases’
energy systems?

2. Does a hazard impose wider risks to bases via their effects
on energy systems in communities where they are
colocated?

3. Are those bases operationally central to U.S. national
security?

Domestic humanitarian emergency

4. Do climate risks threaten the energy systems of large
population centers?

5. Would military assets be required for humanitarian rescue
and service restoration?

Domestic cascading effects

6. Could a hazard have cascading effects on the energy
system and other systems and generate unacceptable
economic losses?

7.Could overlapping hazards in succession impose
unacceptable strain on disaster response capabilities?

International cascading effects

8. Could a hazard event in another country generate
cascading effects on the U.S. economy?

Source: Joshua Busby.

time, such an assessment ought to combine historic hazard exposure
with emergent understandings of climate change phenomena such as
rainfall stalls over land and rapid intensification of storms.s

Third, the Department of Energy, Department of Homeland Secu-
rity, and other agencies should revisit Obama-era analyses on climate
risks to the energy sector. The electricity sector has experienced dra-
matic change in recent years with the penetration of natural gas and
renewables and, to alesser extent, the decline in coal and nuclear plants.
The contemporary cascading climate risks to the energy system,
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including electric power generation, should be assessed with a list of
priority action items and cost estimates.

Fourth, the Department of Energy should assess the degree to
which the U.S. energy sector could be subject to power or fuel dis-
ruptions resulting from climate change, either as a result of interna-
tional disruptions to imported energy or energy-related products
(such as solar panels) or as a consequence of climate disruptions to
U.S. energy exports.

CONCLUSION

Energy-sector risks from climate change for bases (and surrounding
communities) are the most obvious starting points for action, build-
ing oft the 2018 and 2019 studies. A more challenging assessment
would identify the metropolitan areas most at risk from climate-related
humanitarian emergencies and the resource and organizational implica-
tions for different parts of the U.S. government, including the military.
A further step would require assessing the extent to which international
climate disruptions could have an effect on U.S. energy markets domes-
tically or the extent to which disruptions to U.S. energy markets could
have ripple effects internationally.

Together, such analytical work could set the stage for productive
priority setting and an inventory of actionable investments to shore up
U.S. climate resilience.
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